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>From your Electronic Editor:

     * Welcome to another issue of the single largest source of utility
station information and the most widely quoted utility station
publication in the world...the WUN Newsletter.

The last issue of the year and of the Millennium.  Because of the festive
season, I had to ask column editors to submit their contributions earlier
than usual but, although a couple of the columns are missing this month,
I think you will find plenty to read and keep you interested.

In concluding my first year (or at least part of) as electronic editor,
can I take this opportunity to thank you all for your continued support.
On behalf of all the WUN staff, I would like to wish everyone a very
happy festive season and our best wishes for the New Year. We look
forward to continuing to provide you with an interesting and informative
Newsletter into the next century.


Happy Christmas

Bill Lawrie

==================================================================


WHAT'S INSIDE:


o Membership News by Mike Wolfson
o Aero Column by Todd Shoemake and David Pickard
o Digital Review by Day Watson
o Military Channel Designator List by Graham Tanner
o Numbers & Oddities by Ary Boender, Patricia Johnston & Chris Smolinski
o Products & Books Reviews by Bob Margolis
o Utility Round-up by Ary Boender
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                                MEMBERSHIP NEWS
                              Mike Wolfson, editor
                              mwolfson@bright.net


     Hello and welcome to the December edition of WUNNEWS and the
Membership News column.  A snapshot of the membership list taken on 30
November shows that total membership has declined somewhat to just over
1100. If you're interested in the exact numbers, I'm including them as
usual.


                                12/99     9/99      12/98

          WUN                    846      859         847
          WUN-DIGEST             256      260         242


          Totals                1102     1119        1089




     On the other hand, there continues to be a very strong
international representation.  This month we have members subscribing
from 35 countries.  The complete list (in no particular order) is: Czech
Republic, United States, United Kingdom, Germany, Netherlands, Canada,
Japan, Australia, Ireland, Italy, New Zealand, France, Sweden, Brazil,
Portugal, Greece, Switzerland, Indonesia, Suriname, Norway, Austria,
Spain, South Africa, Belgium, United Arab Emirates, Argentina, Malta,
Luxembourg, Hungary, Denmark, Latvia, Slovak Republic, Russia,
Poland and Finland.
     Finally, I can report more members have sent me information for the
members database.  We now have 280 entries in the sorted database. Thanks
to everyone who sent information to me since the first of the year.  If
you would like to be added to the total please e-mail me at:


                         mwolfson@bright.net

E-Mail Address
Name
Where you're located (State/Province, Country)
Main receiver(s)
Main decoding equipment (HOKA, JVFAX, etc)
Monitoring interests (aero, marine, etc)


    The information will not be shared with anyone or used by anyone
except  club officers for club purposes.  The database management program
I'm using  can accept ASCII text.  I am requesting that you answer each
question on a separate line followed by a carriage return.  PLEASE DO NOT
INCLUDE THE QUESTION ITSELF IN THE ANSWER; just the information
requested.  For example:

mwolfson@bright.net
Mike Wolfson
Ashland, Ohio USA
NRD535
None
milair, civilian aeronautical, USCG SAR

If you're sending me a revision please indicate that in your response.

   That should do it for this time.  Happy New Year, have a good month
   and good listening.


Mike Wolfson
Ashland, Ohio USA
mwolfson@bright.net


===================================================================


----------Aeronautical News----------

Edited by: Todd Shoemake (todds@nightowl.net)
                          and
           David Pickard (DP) (pickards@zen.co.uk)


------------In This Issue----------

1. UH-1 Overview
2. F-16 Overview
3. USN Orders CH-60S
4. TWA 800 Saga Continues
5. DC-9 Can't Keeps It's Wheels On
6. Chinas Making Airplanes
7. Possible US Airways Strike
8. Info On ICAO Airport Codes
9. Website Udates
10.Selected Logs
11.Comments





Merry Christmas and Happy New Year to all, and welcome to another Issue
of Aeronautical News.   Now on with the show.


UH-1 (Huey) Overview!

UH-1 Huey Helicopter

The most widely used military helicopter, the Bell UH-1 series Iroquois,
better known as the "Huey", began arriving in Vietnam in 1963. Before the
end of the conflict, more than 5,000 of these versatile aircraft were
introduced into Southeast Asia. "Hueys" were used for MedEvac, command
and control, and air assault; to transport personnel and materiel; and as
gun ships.  Considered to be the most widely used helicopter in the
world, with more than 9,000 produced from the 1950s to the present, the
Huey is flown today by about 40 countries.

Bell (model 205) UH-1D (1963) had a longer fuselage than previous models,
increased rotor diameter, increased range, and a more powerful Lycoming
T53-L-11 1100 shp engine, with growth potential to the Lycoming T53-L-13
1400 shp engine. A distinguishing characteristic is the larger cargo
doors, with twin cabin windows, on each side. The UH-1D, redesigned to
carry up to 12 troops, with a crew of two, reached Vietnam in 1963. The
UH-1D has a range of 293 miles (467km) and a speed of 127 mph (110
knots). UH-1Ds were built under license in Germany. UH-1D "Hueys" could
be armed with M60D door guns, quad M60Cs on the M6 aircraft armament
subsystem, 20mm cannon, 2.75 inch rocket launchers, 40mm grenade
launcher in M5 helicopter chin-turret, and up to six NATO Standard
AGM-22B (formerly SS-11B) wire-guided anti-tank missiles on the M11 or
M22 guided missile launcher. The UH-1D could also be armed with M60D
7.62mm or M213 .50 Cal.pintle-mounted door guns on the M59 armament
subsystem.

The MedEvac version UH-1V could carry six stretchers and one medical
attendant.

Bell (model 205A-1) UH-1H (1967-1986) was identical to the UH-1D but was
equipped with an upgraded engine that allowed transport of up to 13
troops. The UH-1H has a two-bladed semi-rigid seesaw bonded all metal
main rotor and a two-bladed rigid delta hinge bonded all metal tail
rotor. The UH-1H is powered by a single Lycoming T53-L-13B 1400 shp
turboshaft engine. More UH-1H "Hueys" were built than any other model.
The UH-1H was licensed for co-production in the Republic of China
(Taiwan) and in Turkey. UH-1H "Nighthawk" was equipped with a landing
light and a pintle mounted M134 7.62mm "minigun" for use during night
interdiction missions. The AH-1G Cobra was often flown on night "Firefly"
missions using the UH-1H "Nighthawk" to locate and illuminate targets.

The UH-1N is a twin-piloted, twin-engine helicopter used in command and
control, resupply, casualty evacuation, liaison and troop transport. The
Huey provides utility combat helicopter support to the landing force
commander during ship-to-shore movement and in subsequent operations
ashore.The aircraft can be outfitted to support operations such as
command and control with a specialized communication package (ASC-26),
supporting arms coordination, assault support, medical evacuation for up
to six litter patients and one medical attendant, external cargo, search
and rescue using a rescue hoist, reconnaissance and reconnaissance
support, and special operations using a new navigational thermal imaging
system mission kit.

The goal of the USMC H-1 Upgrades Program is to achieve a platform that
meets the growing needs of the Marine Corps.  The 4BW and 4BN will be an
upgraded version of the current AH-1W and UH-1N Helicopters. The 4BW and
4BN will share a common engine, Auxiliary Power Unit, four-bladed main
and tail rotor system, transmission, drive train, and tail boom.  The
purpose of these modifications is to achieve commonality in both
aircraft, thereby reducing logistical support, maintenance workload, and
training requirements. The replacement of the two bladed rotor system
with a common four bladed rotor system will achieve improved performance,
reliability, and maintainability. The addition of an infrared suppresser
to the aircraft will improve survivability. The 4BW will also include a
newly developed cockpit, which will result in nearly identical front and
rear cockpits that simplify operator and maintainer training and
maintenance.

                                    Specifications

      Primary function              Utility helicopter
      Manufacturer                  Bell Helicopter Textron
      Power plant                   Pratt and Whitney T400-CP-400
      Power                         Burst: 1290 shaft horsepower
      (transmission limited)
                                    Continuous: 1134 shaft
                                    horsepower (transmission
                                    limited)
      Length                        57.3 feet (17.46 meters)
      Height                        14.9 feet (4.54 meters)
      Rotor Diameter                48 feet (14.62 meters)
      Speed                         121 knots (139.15 miles per hour) at
                                    sea level
      Ceiling                       14,200 feet (4331 meters)
                                                (limited to 10,000 feet
                                                (3050 meters) by oxygen
                                                requirements)
      Maximum takeoff weight        10,500 pounds (4,767 kilograms)
      Range                         172 nautical miles (197.8 n miles)
      Crew                          Officer: 2
                                    Enlisted: 2
      Armament                      M-240 7.62mm machine gun or
                                    GAU-16 .50 caliber machine gun or
                                    GAU-17 7.62mm automatic gun.
                                    All three weapons systems are
                                    crew-served, and th GAU- 2B/A can
                                    also be controlled by the pilot
                                    in the fixed forward firing mode.
                                    The helicopter can also carry two 7-
                                    shot or 19-shot 2.75 rocket pods.
      Introduction date             1971
      Unit Replacement Cost         $4,700,000
      Marine Corps Inventory        107


F-16 (Fighting Falcon) Overview

The F-16 Fighting Falcon is a compact, multirole fighter aircraft. It is
highly maneuverable and has proven itself in air-to-air combat and
air-to-surface attack. It provides a relatively low-cost,
high-performance weapon system for the United States and allied nations.

In an air combat role, the F-16's maneuverability and combat radius
(distance it can fly to enter air combat, stay, fight and return) exceed
that of all potential threat fighter aircraft. It can locate targets in
all weather conditions and detect low flying aircraft in radar ground
clutter. In an air-to-surface role, the F-16 can fly more than 500 miles
(860 kilometers), deliver its weapons with superior accuracy, defend
itself against enemy aircraft, and return to its starting point. An
all-weather capability allows it to accurately deliver ordnance during
non-visual bombing conditions.

In designing the F-16, advanced aerospace science and proven reliable
systems from other aircraft such as the F-15 and F-111 were selected.
These were combined to simplify the airplane and reduce its size,
purchase price, maintenance costs and weight. The light weight of the
fuselage is achieved without reducing its strength. With a full load of
internal fuel, the F-16 can withstand up to nine G's -- nine times the
force of gravity -- which exceeds the capability of other current fighter
aircraft.

The cockpit and its bubble canopy give the pilot unobstructed forward and
upward vision, and greatly improved vision over the side and to the rear.
The seat-back angle was expanded from the usual 13 degrees to 30 degrees,
increasing pilot comfort and gravity force tolerance. The pilot has
excellent flight control of the F-16 through its "fly-by-wire" system.
Electrical wires relay commands, replacing the usual cables and linkage
controls. For easy and accurate control of the aircraft during high
G-force combat maneuvers, a side stick controller is used instead of the
conventional center-mounted stick. Hand pressure on the side stick
controller sends electrical signals to actuators of flight control
surfaces such as ailerons and rudder.

Avionics systems include a highly accurate inertial navigation system in
which a computer provides steering information to the pilot. The plane
has UHF and VHF radios plus an instrument landing system. It also has a
warning system and modular countermeasure pods to be used against
airborne or surface electronic threats. The fuselage has space for
additional avionics systems.

The Fiber Optic Towed Decoy (FOTD) provides aircraft protection against
modern radar-guided missiles to supplement traditional radar jamming
equipment. The device is towed at varying distances behind the aircraft
while transmitting a signal like that of a threat radar. The missile will
detect and lock onto the decoy rather than on the aircraft. This is
achieved by making the decoy's radiated signal stronger than that of the
aircraft.

The F-16 is being built under an unusual agreement creating a consortium
between the United States and four NATO countries:  Belgium, Denmark, the
Netherlands and Norway. These countries jointly produced with the United
States an initial 348 F-16s for their air forces. Final airframe assembly
lines were located in Belgium and the Netherlands. The consortium's F-16s
are assembled from components manufactured in all five countries. Belgium
also provides final assembly of the F100 engine used in the European
F-16s. The long-term benefits of this program will be technology transfer
among the nations producing the F-16, and a common-use aircraft for NATO
nations. This program increases the supply and availability of repair
parts in Europe and improves the F-16's combat readiness.

USAF F-16 multi-mission fighters were deployed to the Persian Gulf in
1991 in support of Operation Desert Storm, where more sorties were flown
than with any other aircraft. These fighters were used to attack
airfields, military production facilities, Scud missiles sites and a
variety of other targets.

Variants

The original F-16 was designed as a lightweight air-to-air day fighter.
Air-to-ground responsibilities transformed the first production F-16s
into multirole fighters. The empty weight of the Block 10 F-16A is 15,600
pounds. The empty weight of the Block 50 is 19,200 pounds. The A in F-16A
refers to a Block 1 through 20 single-seat aircraft. The B in F-16B
refers to the two-seat version. The letters C and D were substituted for
A and B, respectively, beginning with Block 25. Block is an important
term in tracing the F-16's evolution. Basically, a block is a
numerical milestone. The block number increases whenever a new production
configuration for the F-16 is established. Not all F-16s within a given
block are the same. They fall into a number of block subsets called
miniblocks. These sub-block sets are denoted by capital letters following
the block number (Block 15S, for example). From Block 30/32 on, a major
block designation ending in 0 signifies a General Electric engine; one
ending in 2 signifies a Pratt & Whitney engine.

The F-16A, a single-seat model, first flew in December 1976. The first
operational F-16A was delivered in January 1979 to the 388th Tactical
Fighter Wing at Hill Air Force Base, Utah. The F-16B, a two-seat model,
has tandem cockpits that are about the same size as the one in the A
model. Its bubble canopy extends to cover the second cockpit. To make
room for the second cockpit, the forward fuselage fuel tank and avionics
growth space were reduced. During training, the forward cockpit is used
by a student pilot with an instructor pilot in the rear cockpit.

Block 1 and Block 5 F-16s were manufactured through 1981 for USAF and for
four European air forces. Most  Blocks 1 and 5 aircraft were upgraded to
a Block 10 standard in a program called Pacer Loft in 1982. Block 10
aircraft (312 total) were built through 1980. The differences between
these early F-16 versions are relatively minor.
Block 15 aircraft represent the most numerous version of the more than
3,600 F-16s manufactured to date. The transition from Block 10 to Block
15 resulted in two hardpoints added to the chin of the inlet. The larger
horizontal tails, which grew in area by about thirty percent, are the
most noticeable difference between Block 15 and previous F-16 versions.

The F-16C and F-16D aircraft, which are the single- and two-place
counterparts to the F-16A/B, incorporate the latest cockpit control and
display technology. All F-16s delivered since November 1981 have built-in
structural and wiring provisions and systems architecture that permit
expansion of the multirole flexibility to perform precision strike, night
attack and beyond-visual-range interception missions. All active units
and many Air National Guard and Air Force Reserve units have converted to
the F-16C/D, which is deployed in a number of Block variants.

Block 25 added the ability to carry AMRAAM to the F-16 as well as
night/precision ground-attack capabilities, as well as an improved radar,
the Westinghouse (now Northrop-Grumman) AN/APG-68, with increased range,
better resolution, and more operating modes. Block 30/32 added two new
engines -- Block 30 designates a General Electric F110-GE-100 engine, and
Block 32 designates a Pratt & Whitney F100-PW-220 engine. Block 30/32 can
carry the AGM-45 Shrike and the AGM-88A HARM, and like the Block 25, it
can carry the AGM-65 Maverick. Block 40/42 - F-16CG/DG - gained
capabilities for navigation and precision attack in all weather
conditions and at night with the LANTIRN pods and more extensive
air-to-ground loads, including the GBU-10, GBU-12, GBU-24 Paveway
laser-guided bombs and the GBU-15. Block 40/42 production began in 1988
and ran through 1995.  Currently, the Block 40s are being upgraded with
several Block 50 systems: ALR-56M threat warning system, the ALE-47
advanced chaff/flare dispenser, an improved performance battery, and
Falcon structural upgrade.
Block 50/52 Equipped with a Northrop Grumman APG-68(V)7 radar and a
General Electric F110-GE-129 Increased Performance Engine, the aircraft
are also capable of using the Lockheed Martin low-altitude navigation and
targeting for night (LANTIRN) system. Technology enhancements include
color multifunctional displays and programmable display generator, a new
Modular Mission Computer, a Digital Terrain System, a new color video
camera and color triple-deck video recorder to record the pilot's head-up
display view, and an upgraded data transfer unit. By mid-1999 Block 50/52
[aka Block 50 Plus] F-16s will carry the CBU-103/104/105 Wind-Corrected
Munitions Dispenser, the AGM-154 Joint Stand-Off Weapon, and the
GBU-31/32 Joint Direct Attack Munition. Block 50D/52D F-16CJ/DJ Wild
Weasel - is best recognized for its ability to carry the AGM-88 HARM in
thesuppression of enemy air defenses [SEAD] mission. This specialized
version of the F-16, which carries the ALQ-119 Electroninc Jamming Pod
for self protection, became the sole provider for Air Force SEAD missions
when the F-4 Wild Weasel was retired from the Air Force inventory.  Block
60 - In May 1998 the UAE announced selection of the Block 60 F-16 to be
delivered between 2002-2004. The upgrade package consists of a range of
modern systems including conformal fuel tanks for greater range, new
cockpit displays, an internal sensor suite, a new mission computer and
other advanced features including a new agile beam radar.

The Common Configuration Implementation Program (CCIP) for the USAF's
F-16C/D fleet will provide significant avionics upgrades to Block 40 and
50 F-16s, ensuring their state-of-the-art capability well into the 21st
century. A key element of the upgrade is a common hardware and software
avionics configuration for these two blocks that will bring together the
Block 40/42 and 50/52 versions into a common configuration of core
avionics and software. The avionics changes consist of the following
systems: Link 16 Multifunctional Information Distribution System (MIDS),
Joint Helmet-Mounted Cueing System (JHMCS), commercial expanded
programmable display generator, color multifunction display set, modular
mission computer, mux loadable data entry display set and an electronic
horizontal situation display. This package contains a number of systems
being incorporated into European F-16s in the F-16A/B Mid-Life Update
program.

The Air Force will soon be flying only Block 40/42 and Block 50/52 F-16s
in its active-duty units. Block 25 and Block 30/32 will be concentrated
in Air National Guard and Air Force Reserve units.

Service Life

The Falcon Up Structural Improvement Program program incorporates several
major structural modifications into one overall program, affecting all
USAF F-16s. Falcon Up will allow Block 25/30/32 aircraft to meet a 6000
hour service life, and allow Block 40/42 aircraft to meet an 8000 hour
service life.

In view of the challenges inherent in operating F-16s to 8,000 flight
hours, together with the moderate risk involved in JSF integration, the
Department has established a program to earmark by FY 2000 some 200
older Block 15 F-16 fighter aircraft in inactive storage for potential
reactivation. The purpose of this program is to provide a basis for
constituting two combat wings more quickly than would be possible through
new production. This force could offset aircraft withdrawn for
unanticipated structural repairs or compensate for delays in the JSF
program. Reactivating older F-16s is not a preferred course of action,
but represents a relatively low-cost hedge against such occurrences.

                                    Specifications

      Primary Function              Multirole fighter
      Builder                       Lockheed Martin Corp.
      Power Plant                   F-16C/D: one Pratt and Whitney
                                    F100-PW-200/220/229 or
                                    one General Electric F110-GE-100/129
      Thrust                        F-16C/D, 27,000 pounds(12,150
                                    kilograms)
      Length                        49 feet, 5 inches (14.8 meters)
      Height                        16 feet (4.8 meters)
      Wingspan                      32 feet, 8 inches (9.8 meters)
      Speed                         1,500 mph (Mach 2 at altitude)
      Ceiling                       Above 50,000 feet (15 kilometers)
      Maximum Takeoff Weight        37,500 pounds (16,875 kilograms)
      Range                         More than 2,000 miles ferry range
                                    (1740 natical miles)
      Armament                      One M-61A1 20mm multibarrel cannon.
                                    external stations can carry up to six
                                    air-to-air missiles, conventional
                                    air-to-air and air-to-surface
                                    munitions and electronic
                                    countermeasure pods.

Systems
                                 AN/APG-66 pulsed-Doppler radar

                                 AN/AAQ-13 LANTIRN NAVIGATION POD
                                 AN/AAQ-14 LANTIRN/SHARPSHOOTER
                                 AN/AAQ-20 PATHFINDER NAVIGATION POD
                                 AN/AAS-35 PAVE PENNY LASER SPOT TRACKER
                                 POD
                                 AN/ASQ-213 HARM TARGETING SYSTEM POD

                                 AN/ALQ-119 ECM POD
                                 AN/ALQ-131 ECM POD
                                 AN/ALQ-178 internal ECM
                                 AN/ALQ-184 ECM POD

                                 AN/ALR-56M threat warning receiver
                                 [F-16C/D Block 50/52]
                                 AN/ALR-69 radar warning system (RWR)
                                 AN/ALR-74 radar warning system (RWR)
                                 [replaces AN/ALR-69]

                                 AN/ALE-40 chaff/flare dispenser
                                 AN/ALE-47 chaff/flare dispenser


      Unit cost $FY98           [Total Program]

                                  F-16C/D, $26.9 million [final order]

      Crew                        F-16C: one;
                                  F-16D: one or two
      Date Deployed               January 1979

      Inventory                   1996 total inventory = 1,450

------------------------------

USN Orders CH-60S

Sikorsky is put the Blackhawk/Seahawk back into production with an order
from the USN for the CH-60S.  The CH-60S combines features of both the
Blackhawk and the Seahawk and is to be used by the Navy for Vertical
Replenishment (VERTREP), Vertical On-board Delivery (VOD), amphibious and
carrier search and Rescue (SAR) and remote site logistics missions. Other
missions that it is expected to undertake include Airborne Mine Counter
Measures, Combat Search and Rescue, and Special Warfare Support. The US
Navy hope to procure 200 CH-60S helicopters, with the first expected to
be delivered by the end of 1999.

-------------------------------


TWA 800 Continues
From AVWeb Newsline (http://www.avweb.com)

Meanwhile, another crash of a Boeing product in that same area is once
again in the news. No evidence of a crime was ever found in the 1996
crash of TWA Flight 800, and the government after two years dismissed
foul play as the cause. But Boeing apparently isn't quite convinced.
Scientists hired by the company last week spent nearly 12 hours
performing chemical and metallurgical tests aimed at finding microscopic
bomb, missile or shrapnel fragments in the wreckage of the 747. "Until a
cause has been identified, we'll look at all the possibilities," Boeing
spokeswoman Susan Davis said. Sen. Charles Grassley (R-IA), chairman of a
subcommittee that reviewed the TWA 800 investigation, said Boeing risks
ridicule if it continues to pursue evidence of a theory dismissed by the
FBI, NTSB, and other experts. No word yet on what, if anything, the
Boeing scientists found in their quest.

--------------------------------


DC-9 Wheel Problems
From AVWeb Newsline (http://www.avweb.com)

Northwest Airlines is reviewing wheel assemblies in its 180-strong DC-9
fleet in the wake of two aircraft tire losses in as many weeks. On
October 14, a wheel and tire assembly supposed to be on a Northwest DC-9
detached from its axle on takeoff from Chicago's Midway Airport. Eleven
days later, a second DC-9 lost a similar assembly from its axle as it was
making a normal landing in the Twin Cities. Neither case resulted in
injuries, but a woman in Chicago was admitted to hospital for
observation after the tire in that incident struck her vehicle. Northwest
operates more DC-9s than any other carrier.


--------------------------------


Chinese made Airplanes
From AVWeb Newsline (http://www.avweb.com)

The FAA has certified the first MD90-30 jet -- and the next-to-last --
made in China under a 1994 agreement between the former McDonnell-Douglas
Corp. and China's state-run aviation agency, the China Aviation Industry
Corp. The agreement originally called for production of 20 MD90-30s, with
McDonnell-Douglas supplying raw materials, engines, and tech support, and
the CAIC in charge of making the airframe, general assembly and test
flights. But the order was scaled back to two planes following
the Boeing-MD merger. The second 150-seat aircraft is scheduled for
delivery in February. China's Xinhua News Agency said the FAA
certification proved that China is capable of producing modern,
large-scale civilian airplanes.


--------------------------------


Possible US Airways Strike

US Airways flight attendants are seeking a 30-day strike countdown,
which, if granted by the National Mediation Board, could disrupt travel
during the busy December holiday season. The Association of Flight
Attendants has been bargaining on behalf of the 10,000 US Airways workers
for three years. But 17 of 32 contract sections remain unresolved,
including pay raises, pensions and benefits. Among other things, the
union complains that US Airways hasn't given attendants raises since
January 1996, gives married flight attendants lower pensions, and refuses
to grant leave as required by the Family Medical Leave Act. If the
mediation board rules that the talks have broken down, and if either
party refuses arbitration, flight attendants may take strike action after
a 30-day cooling-off period.

--------------------------------


ICAO Airport Codes Info

This was posted to the WUN list as a specific reply but it does nicely as
general information:

In the ICAO (4 letter) code, the first letter can represent specific
countries and regions that the airport is in.  for example, K stands for
US airports in the "continental US": KJFK =JFK, KLAX =LAX,  KMIA = MIA.
But Honolulu and Anchorage are located in the "Pacific Region" therefore
they are PHNL = HNL, PANC = ANC.  Now to make it a little more complex,
lets take Auckland, New Zealand and Sydney, Australia, even though they
are in the Pacific region their codes are NZAA = AKL,and YSSY = SYD.  The
ICAO codes are used for flight planning and FMC programming on the a/c.
The IATA (3 letter) codes are used I believe more for the travel
industry, therefore, that is the code that is more familiar with
the general public.  Hope this helps and doesn't confuse!
(posted by Mike Dean)


------------------------------

Website Updates

A few new website additions this month, so enjoy.

http://www.wunclub.com - Obv.
http://www.zen.co.uk/home/page/alan.gale - Beacon Dx, SAR, TV DX
http://www.geocities.com/SiliconValley/3569/ - Harry's Homebrew
http://www.web-ie.com/irishav/shanwick.htm - Shanwick Aeradio
http://www.qsl.net - Info source!
http://blackcatsystems.com/radio/hfACARS.htm - HF ACARS
http://www2.nightowl.net/tyler  Todds personal homepage with lots of Mods
                                for scanners, cb's, and shortwave radios.
http://www.avweb.com Aviation Magazine and News Service.

Well, that's a few to be going on with.  Please submit links to DP at the
address at the top, no later than the 20th.

-------------------------------


Comments Section

Not ones to blow our own trumpet or anything, but I've included some kind
words of praise from some of you.  Yes, you the readers!

Jim Dunnett, well known digi enthusiast!:
"Despite your comments about lack of material for your
column, you seem to have done very well indeed with what you had.
...I did enjoy the article on the B52 ... it was very informative."

Kees Leune, a WUN reader:
" Dear Todd and David,
I just wanted to provide you with a compliment about the aero
column. I was especially happy to read the part about Shanwick
Radio. Although I have been monitoring those frequencies for
quite a while now, there was some interesting information in there
of which I was not aware earlier."
He goes on to supply me with info on his antenna setup.  Info, which will
magically appear next month.

>From Alan Gale G4TMV, world renowned NDB Dxer and SAR enthusiast:
"You've both done a good job with the column, and it's great to see it
back once again."
(see next month's column for a special on NDBs from Alan and myself.)


Well thats all for this month folks.  Please contribute anything that you
can by sending it to either one of our email addresses listed at the top
of the column.  Everyone have a great new year.  Until next month, good
listening and great DX.


=============================================================
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 - Editor: Day Watson          E-mail: jdwatson@cableinet.co.uk
 - 14, Gardens Road, Clevedon, N Somerset, United Kingdom  BS21 7QG
 - Nickname on IRC channel  #monitor    DayW


Hi digi WUNners

Some time ago someone asked me if the bits in the header formed a
message. At that time it was a random bitstream.  Now it can be decoded
with information in the 1999 DR Columns providing sufficient tools.

Please don't post the answer to the list and spoil the pleasure
for others in later days/weeks/months.  If you wish, email me direct with
the solution (but no prizes), indicating the mode, alphabet and any other
relevant point(s).  Have fun.

    The menu

        Diplo           New frequency for Norway
                        Tunisian diplo - or is it?
        Met             DDH47 and unid signal
        Military        Naval markers/working
        Special         A brief look back
                        ALE (188-141A) frequencies
                        MT63 psk parallel tone modem
        UNID            ;50; - RTTY Mystery - Station/System
                        Unid modem on 3615.7 Khz


>>....Diplo.....>

::: New frequency for Norway

21852.9 was logged a few days ago with a station believed to be MFA Oslo
using the selcalls KFQE and KFQO in arq.  No subsequent qso resulted but
the indications point to a possible new frequency in use with Norwegian
diplo; no previous mention in WUN.

::: Tunisian diplo - or is it?

For years we have logged stations on 13 Mhz (currently 13956.5) as being
MFA Tunis and embassies.  They're the ones using fec (Sitor/B) and
(regularly changing) 3-char A/N tactical callsigns eg  EL4  where calls
are made  eeeeeeeellllllll4444444 de aaaaaaaabbbbbbbbdddddddd.
Opchat is in French (normally abbreviated).

But as Bert Brummel observed in an email to me a few days ago
"I often wondered WHY these transmissions are categorized as being sent
from Tunis ? I know these transmissions are being reported as early from
the 80's, even then....did you ever monitor transmissions with the header
'Tunis' in it ? "

When one thinks about it he has just reason to question the ID given.
We tend to take as gospel the entries in our favourite frequency lists.
In fact this is the ID given in six different (current editions) books
which I have on my shelf.  But he is quite correct "did you ever monitor
transmissions with the header 'Tunis' in it ? ".  My entry into the hobby
was 1990 and I certainly can't remember such a header in this last
decade.

Does anyWUN have definative proof that this station is MFA Tunis?  Any of
you guys/gals out there are, or know, a radioamateur with a beam and can
get a reasonable bearing let me know it and the receiving location.  If
we can get 4-6 bearings we might be able to help Bert by triangulating
such data.

>>....Met.....>

::: DDH47 and unid signal

This item comes from Klaus Betke in Germany who says

"This morning I had a phone call from an employee of the Hamburg Meteo
transmitter station in Pinneberg. Some weeks ago I sent them a reception
report for DDH47 [147.3 kHz], as there was a call for reception reports
on their web page. I mentioned an unid data transmission on 146.8, which
however did not affect DDH47 reception. Now he told me that it must be
the switching power supply in my computer or something like that. The
RegTP (a government authority, formerly BMPT) direction finding
facilities in Itzehoe near Hamburg, in southern Germany, and some mobile
monitoring units could not find this signal. At Itzehoe they first
thought they had caught him, but it turned out that it was a computer
monitor in their own office building.

The signal I hear on 146.8 kHz is definitely some kind of PSK or FSK
data. A baud rate measurement with the RTTY decoder locks immediately to
300.0 baud (maybe 600, but that's too fast for my decoder). But now it is
obvious that it is something very local (my neighbour's new computer is
not the guilty one). Who knows what kind of signals are nowadays
travelling on the power line? Anyway, I was bit confused that a brief
remark in a reception report had triggered the nationwide surveillance
machinery...

The reason for their request for signal reports is, that they are afraid
that their brand new LF antenna, 99 metres high, is not as good as the
old one. Receiving problems have been reported for example from Texel in
NW Holland, which is not very far away, and from somewhere on the Channel
coast.

I asked him about the future of the Hamburg Meteo broadcasts, and he said
they have been told that they will continue another ten years. Of course
nothing is 100% sure, but recently they have spent 6 - 7 million DM for
new equipment."

Many thanks, Klaus.  Something to think about.

>>....Military.....>

::: Naval markers/working

2789   FUE: FN Brest F 2108 ITA2/75/800 Breaks off usual testing to send
        the opchat below. Any ideas? (25 Nov) (RGA)

So noted Jim Dunnett at the end of November with the following procedural
exchanges.

 aa aa aa aa aa aa  [Short for FAAA](general call to All French Warships)
 de
 fue fue fue fue fue
 testing
 ryryryryryryryryryryryryry
 sgsgsgsgsgsgsgsgsgsgsgsgsgs
 0123456789

These "testing" sequences are in fact channel markers used by the French
Navy on HF to answer ships on allocated ship frequencies.  They equate to
the CARBs used by Canada, Holland, Italy and UK.  The fact that little is
seen on them probably indicates that the bulk of ship->shore traffic is
sent by satellite rather than HF.  However patience often rewards the
monitor, as follows:

 fr fr fr
 de de de fue fue fue fue
 bo bo bo bo bo         [??????????]
 qsm qsm qsm qsm        [Repeat the last message]

The warship IDing as "FR" will have called using an encrypted mode.
There is no further need for ID in this procedure as the shore will find
the ID of the ship when it decrypts. This is known as an indefinate
callsign with "F" indicating French warship and "R" being a random choice
of letter at the time of contact.

The tfc from the ship has corrupted during transmission due to
interference etc.  FUE uses the two letter op code BO to ask the ship
to rephase/rerun and (QSM) to repeat the last message.

 fr fr fr
 de de de de fue fue
 qeoise qsm
 kilo

 fr fr fr fr
 de de de
 fue fue fue fue
 qrm qrm
 qsm qsm qsm
 kkkkkkkk


 fr fr fr fr fr fr
 de de de de de de
 fue fue fue fue fue fue
 qrm qrm qrm qrm
 qsm qsm
 kilo

 fr fr fr
 de de
 fue fue fue
 qrm qrm qrm
 qsy 4 ou 6
 qsy 4

Brest has been having problems with interference on the ship frequency
associated with 2789 and asking ship to change to 4 or 6 Mhz channels,
looking like 4 for starters.

 fr fr fr fr fr
 de de de de
 fue fue fue fue fue
 qrm qrm
 int qsy 6 int qsy 6
 kilo

Interrogative qsy (can you change frequency to) 6 mhz channel.

 fr fr fr
 de de de
 fue fue fue
 qsm qsm
 bo bo bo
 kilo

 fr fr fr
 de de de
 fue fue fue
 r ar r ar r ar

Eventually Brest receives the tfc, signs off and reverts to the
channel free marker.

 aa aa aa aa aa aa
 de
 fue fue fue fue fue
 testing
 ryryryryryryryryryryryryry
 sgsgsgsgsgsgsgsgsgsgsgsgsgs
 0123456789

The next time the same ship calls it will use another indefinate callsign
eg "FH".

Thanks Jim, and on the same subject

5097.0 CFH: CF HALIFAX 2021 rtty 75/850 Marker "NAWS de CFH zkr f1 2822
3294 4170 6236 8303 16576 22186". Wkng ship "kz/12 cz/12 de CFH CFH r14
k" then signoff.". (26/Nov) (DW)

Halifax normally seen running a tape giving the frequencies to which it
is listening.  Again use is made of indefinate callsigns, in this case
the ship operator is using "z" as the random letter but strange the
conflicting double use of country identifier "k" (USA) and "c" (Canada).
It is assumed the /12 is to indicate that the ship being worked is using
the 12 mhz channel (which as one can see is missing from the calltape !).

>>....Special.....>

::: A brief look back

This is the last column of the decade/Twentieth century so thanks to
Murray Lehman down in Perth, W Australia for putting together a few
samples from the early '90s,  from stations which are no longer on air -
at least in the modes shown.   There is a wide variety that one could
chose from the old logs and print outs.  The decade has seen the demise
on HF of famous press broadcasts, AFTN links and met broadcasts, point-
point links etc.

Murray's samples are PTT types; all should be self explanatory.
He says "actually enjoyed rummaging amongst the old prints once I got
into them; mostly forgotten what was there".  Were those tears, Murray,
caused by dust, or tears from memories of byegone hours of enjoyment?

1)  ZEN69 - Hong Kong Telecom International to Vientiane
                      ARQ-M4  baud: 192

     a) ZCZC HVT 000 /1
        LSSV BN H/AC 000
        HONG KONG 29 0839
        THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG 12345 67890
        THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG 12345 67890
        FROM HKG MSC
        ZCZC /1
        LS/1 BN H//1 000
        VIENTIANE DE HONGKONG
        VIENTIANE
        GOOD MORNING UR /1 NOTED GA URS ALSO
        NNNN

     b) ZCZC HVT403 CFB945 DC3120
        LSVE CO H/HK 80/77 27 1550

                <commercial message to Vientiane>

        NNNN

     c) ZCZC HVT000 /1
        LSSV BN H/AC 000
        HONG KONG 27 1600
        LAST SENT HVT403
        AS AT 0800GMT
        NNNN



2)  HVN - Vatican City to Lisbon   ARQ-M2  baud: 96

     a) ZCZC
        TEST DE VATICANCITY
        THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG'S BACK
        12345667890 TIMES
        NNNN

     b) ZCZC /1
        PC/1 BN VAVS 000
        CITTADELVATICANO 005 0925 /1
        LISBOA GOOD MORNING
        STN VAP886 PVA/RPI
        GA TRF
        ZOK ZOK
        NNNN




3)  RBI.. - PTT Moscow to Kabul   ARQ-M2  baud: 96

     a) ZCZC /1
        KABOUL DE MOSCOU
        1730
        MISTER YR LAST /1 RE SITN OK MUCH THANKS
        BUT STILL MISSING AFM175 AND AFM176
        NOW LR AFM193 RPT AFM193 OK EXCEPT STILL MISSINGS
        AFM175 AND AFM176
        PLS GA RUSH MISSINGS
        RGDS
        NNNN

     b) ZCZC MAF000 /1
        MOSCOU 2
        /1 KABUL
        LR AFM469 LS MAF709 TUHRU
        NNNN

     c) ZCZC MAF335 03/298 67/1001
        AKFL CO SUTH 018
        TASHKENT 18/17 12/12 0840

               <commercial message to Kabul>

        NNNN



4)  YAB. - PTT Kabul to Moscow   ARQ-M2  baud: 96

        MOSCOU DE KABUL
        BK BK BK BK BK
        ALL RCVD GARBLED
        ZSU ZSU QRM
        PLS GA TEST TEST TEST TEST
        NNNN


5)  BAL. - PTT Beijing to Sofia   ITA2  baud: 50

        QRA DE BAL6 BAL6 BAL6
        RYRYRYRYRRYRYRYRYRYRYRYRYRYRYRYRY
        SOFIA DE BEIJING HR ZOK ZOK ZOK NW GA GA
        HR LS XLS178 LR VLX962 TUHRU CFM?
        NW GA GA GA TUHRU CFM???


6)  LZP. - Bulgarska Telegrafitscheka Agentzia Sofia to Beijing
                        ITA2   baud: 50

        QRA DE LZP3 LZP3 TESTING FOR BEIJING ZHC? ZRO? JJ
        RYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRY
        NNNN



7)  BCC.. - PTT Shangai to Yangon  ITA2  baud: 50

        RYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRY
        QRA /1 DE BCC22
        ZCZC /1
        YGN DE SHAI
        ONE MSG FOR YOUBBJJJJJJJJJJ
        NNNN


8)  ORI.. - Regie des Telegraphes et des Telephones Brussels
                  to Lubumbashi    ARQ-M2  baud: 96

     a) ZCZC LUMR (  534) VDA001
        QL TLC/OP
        .BEELINE 10160851
        16.10.92
        GECAMINES
        VOICI LA BANDE TEST
        ===================
        012345678901234567890123456789
        RYRYRYRYRYRYRYRYRYRYRYRYRYRYRY
        10160851
        NNNN

     b) ZCZC LUMR023  (  688) INTA030 BGTLX036
        QL PGF
        .TOURIA 12131115
        MESSAGE ENVOYE AU ZAIRE
        ========================
        STF BGTLX036 9112131115 (  469) INTA057 9112160920
            /TOURIA
        STF TOURIA POSSIBLE DUPLICATE MESSAGE
        RRR-057 TOURIA
        TLX06 BELGO B
        21375D BELGO B
        MESSAGE I/D   :    428940
        BELGOLAISE BRUXELLES
        A
        GECAMINES EXPLORATION BRUXELLES
        13.12.91

                       <commercial message>

        21375D BELGO B
        =12160920
        NNNN


9)  9RE...  PTT Lubumbashi to Brussels   ARQ-M2  baud: 96

     a) ATT LUCIENNE
        AVEZ VS MESSAGES POUR LUBUMBASHI ZR SVP

     b) ZCZC LUMT002 (  752) VBD001
        QL BRU/TLX
        .VDB 10160757
        ATTENTION DU BUREAU TELEX BCM BRUXELLES
        ---------------------------------------

        <service message re traffic on LUMR/LUMT circuits>

        C.I.: TLC/OP
        SE: TLC/OP/TLX - L'SHI. -
        =10160757
        NNNN

::: ALE (188-141A) frequencies

As the interest in decoding ALE grows this seems like the time to add a
list here for posterity and with it thanks to Jack Metcalfe for the
posting. The list gives some active ALE frequencies sorted (where known)
by users.  The frequencies are USB unless indicated.

Frequency    User        Identifiers

HF ALE
Mode - USB unless indicated

Frequency    User        Identifiers

 2309.0                  100, 126
 2360.0                  1001, 1261
 2520.0                  100, 1001, 1261
 2627.0                  100, 570, 6401
 3068.0                  A1A
 4442.0                  1001, 1002, 7421
 4479.0      DOE         DOEORO
 4517.0                  1001, 3201
 4577.0                  1001
 4598.8                  ARQBLU, ARQRED, XDLBLU, XDLRED
 4607.0                  100
 4637.1                  100
 4777.0                  1731
 4870.0                  22C1, 22D1
 4924.5                  126
 4957.0                  1261
 5126.0                  CLH, CLS, D24118, GRB, L26
 5202.0      NG          126, 1001, 1002, 1261, 3201, 6321, 6401
 5232.0                  CON
 5313.5                  101, 104, 106, 108, 131, 136
 5315.0                  FREDGAS, GRASSY, RADIO, ROCKVL (LSB)
 5324.5                  1731
 5394.5                  100, 724, 1261, 5701
 5794.0                  BAM14, ZEBRA
 6318.5                  BLU, RED
 6767.4                  AT1, LR1 (LSB)
 6845.0                  CYP, HSP
 6847.0                  CAS, PPZ, TAC, VFO (LSB)
 6864.0                  BB1
 6980.0                  AFO1, CH11, CIP46, CIS201, VDD
 6981.0                  ALR
 6981.5                  2RI1, 4RTY, 5GQ4, 7LOP, 8BR2, 0R7K
 7430.0      CAP         CAP900, CAP902, DIS
 7682.0
 7725.0                  CH1, KAI
 7739.0                  NOU, SP328, ZOU (LSB)
 7805.0                  F9J, 9EZ
 7865.0                  60
 7929.0                  SARRF, SARMN
 8050.0                  ACERO, ACERO2
 9141.0                  FFT, RDU, STA
 9145.0                  CLH, CLS, D24118, D24360, GRB, L26184, L26185,
                         L26189, L26363, L26365, L26366, L26419, L26547,
                         TOC
12057.0                  LRF, STA
12068.5      DLA         CLH, CLS, D24118, D24360
14814.0                  ASI
18277.0                  ASI

14395.0                  AHQ, COMMNET, DRC, LNSTR, MOD, 44MED, 6TMMMC,
                         62MED
17137.0                  AHQ, DRC, HOD, MOD

 6803.1      NTA         100, 108, 122, 131
 7552.1      NTA         AMRWNIC42, BESWNHP857, BESWNTC244, BESWPIV389,
                         KGD34NCC, NTAWNFT417
 7697.1      NTA         108
15603.0      NTA         ASI, BEAKJL412, BESWPIV389

 9122.5      USA COE     2IH, 3J2, 3R8, CGQ, H2P, HAI, LRB, LRBHF1,
                         LRDHF1, LRO, LRP, MVD, MVDHF1, MVS, NAPHF1, NWK,
                         NWO, NWOFP, OP0, QS2, SADHF1, SPA, SWG, SWGHF1,
                         WAPA,WUM
11693.5      USA COE     1261, NWKHF1
12070.0      USA COE     MVDHF1, NWKHF1, SACHF1
12122.0      USA COE     LRB, LRBHF1, LRBHF2, LRDHF1, MVDHF1, NWOHF1,
                         NWPHF0, SPAHF1, SPA STC, SPK, SPKHF1
12267.0      USA COE     NWKHF1
16077.0      USA COE     NWKHF1
16326.0      USA COE     NWKHF1
16382.0      USA COE     NWKHF1

 5140.0      IL SECURE   D13ISP, IL5
 5192.0      IL SECURE   D19ISP
 7477.0      IL SECURE   D12ISP, D19ISP, IL5, IL10
 7932.0      IL SECURE   D13ISP, D19ISP, IL5

 6767.5                  USAIS1002, USAPC1001 (LSB)
 6985.0                  USAIS1002, USAPC1001 (USB)
 7448.5                  USAIS1002, USAPC1001 (LSB)
 7510.0                  DACOOP, USAIS1002 (LSB)

 6910.0                  RTI, WIN
 9067.0                  RTI

 8859.0                  CLC43, CLC44, CRC4
10558.0                  CLC44

 8912.0                  TRC, 543P
13907.0                  TRC, 543P

 5430.0                  A5, X7, 202, 3333
 5754.0                  A5, X7, 202, 3333
 5855.0                  202, 3333
 7650.0                  A5, X7
 7786.0                  A5, X7
 7830.0                  A5, T6, X7, 202
 8046.0                  A5, X7, XB1, 3333
 8096.0                  A5, X7
 8164.0                  A5, X7

10581.0                  S12, S84, S93, S94
12101.0                  S12, S92, S94
12225.0                  S12, S84, S93
20958.0                  S12, S94

 3032.0      NGB
 4445.0      NGB
 4857.0      NGB         100, 724, HQ3NGB
 5062.0                  75TH
 5217.0      NGB
 5777.0      NGB         HQ3NGB
 5847.0      NGB         HQ1, HQ3NGB, LIT
 6766.0      NGB         75TH
 7648.5      NGB         CON, LRF, SAF
 8037.0      NGB         126, 1264, CUB, FFT, MGE, RDU, SP, STA
 8047.0      NGB         1002, 3201, 6401, HQ3NGB, SFL, SLE
 8093.0      NGB         CYS
 9121.0      NGB         LRF, NBG, SPI, STP
 9141.5      NGB         BNA, CUB, FFT, HLN, HLN HHL, HLND HLN, JSJ, MGE,
                         MGM, RAP, RDU
10796.0      NGB

 4490.0      SHARES      AAT3BFMARS, CON, WAR46
 5711.0      SHARES      RIC
 6800.0      SHARES      A1A, BRG, HHS001, POB
 9106.0      SHARES      A1A, AAT3BFMARS, AAT3BFMQP, BRG, CON, D02,
                         DOEORO, DOEORO3, D10, GR1, GR2, GRK, HHS, HOP,
                         HO1, POB, KGD34NCC, KIH98, KNR33, MVD, MVDHF1,
                         RIC, RME, RMEALT, USANG2410, WAR46
11217.0      SHARES
13242.0      SHARES      HHS000, HHS001, HRT, HR3, RIC, RME, RMG
15094.0      SHARES      DLA303, 908WGY
17487.0      SHARES      DLA303, 908WGY

 3059.0      USAF
 3137.0      USAF        ADW
 4721.0      USAF        ADW, RSC
 5708.0      USAF
 6715.0      USAF        ADW
 6721.0      USAF
 6761.0      USAF        537999
 7632.0      USAF        ADW, OFF, 544828
 8965.0      USAF
 9025.0      USAF        GTL, LOU, OFF, PLA, WRL
 9057.0      USAF
11226.0      USAF        GTL, JNR
11250.0      USAF
13215.0      USAF
15016.0      USAF        PLA
15043.0      USAF
18003.0      USAF
20631.0      USAF
23337.0      USAF
27870.0      USAF        ADW, HAW, HIK, JNR

 5860.0      FAA         FAA, FAAZJX
 6870.0      FAA         FAA (LSB)
 7475.0      FAA         FAAMRB, FAAZBW, FAAZDC, FAAZNY
 7611.0      FAA         DEFAULT, FAAECI, FAAMRB, FAAZBW, FAAZJX, FAAZMP,
                         FAAZNE, FAAZNY
 8125.0      FAA         FAAZBW, FAAZMP
 9114.0      FAA         FAAZDC
 9914.0      FAA         FAAZMP
11637.0      FAA         FAAZDC, FAAZJX, FAAZME, FAAZNY
13457.0      FAA         FAAZMP
15851.0      FAA         FAA, FAASJU

 2808.5      FBI         CO1, QT2
 5058.5      FBI
 5388.5      FBI
 5912.0                  SUP, SUP03, SU1
 7778.5      FBI         PO1, SU1
 7903.5      FBI         AT1, LR1, ME1
10913.5      FBI         CI1, CO1, LV1, QT2, QT9, SJ1
11073.5      FBI         AT1, CO1, CL1, KW1, ME1, MM1, SJ1, SU1, SUP03
18171.0                  MM1, QT2
18666.0                  LV1, MM1, QT2, QT4

 6809.0      FEMA        FC5, FC8FEM, FCSFEM, GA4, NC4, SC4, VA3FEM
 7348.0      FEMA        FC8, FM4FEM
 9462.0      FEMA        FC8FEM, FM4FEM, FM6
10194.0      FEMA        FC8FEM
10588.0      FEMA        AL4, AL4FMA, ART, D04, D11, D12, D13, D14, D15,
                         FC1FEM, FC6, FC6FEM, FC8, FC8FEM, FCSFEM,
                         FEMEASBAP,FEMEASWWE, FM0FEM, FM1FEM, FM4,
                         FM4FEM, FM4FMA, FM6FEM, FM6FEM1,
                         FM8FEM, FR4FMA, IL5, IL5FMA, IL5FEM001, KS7FEM,
                         KS7FMA, LA6, MO7FEM, NC4, NC4FEM, NC4FEMA,
                         NC4FMA, NW1, NW2, UT8FEM, VA3, VA3FEM, X
13446.0      FEMA        FM4, FM6
14776.0      FEMA        FC8

 4632.0                  ATLANTICO, QUINDIO, RADGENA, RADPADA
 5500.0                  CESYP, COVENAS, ENSB, RADGENA
 8400.0                  ATLANTICO ATZ ATF, GLORIA, RADGENA
 9200.0                  ATLANTICO, BARRANCA, ENSB, RADGENA

CAP         Civil Air Patrol
DLA         Defense Logistics Agency
DOE         Department of Energy
FAA         Federal Aviation Administration
FBI         Federal Bureau of Investigation
FEMA        Federal Emergency Management Agency
IL SECURE   Illinois Operation SECURE (State Emergency Capability Using
            Radio Effectively)
NG          National Guard
NGB         National Guard Bureau
NTA         National Telecommunications Alliance
SHARES      Shared Resources
USA COE     US Army Corp of Engineers
USAF        United States Air Force

::: MT63 psk parallel tone modem

Whilst this is not a utility mode but a radio amateur one being developed
I'm putting it in for interest this month.  It's not the first time that
r/amateur development has found its way into commercial useage vis.
Pactor and Clover.

My thanks to Leif Dehio for passing on the website

www.freeweb.org/varie/ninopo/radio/MT63/index.htm

a couple of weeks ago.

It runs on a Windows soundcard system.

A regular frequency for MT63 to familiarise one's self with the mode
is 14347/usb.


>>....Unid.....>

:::   ;50; - RTTY Mystery - Station/System

This came (via Ary) from Alf in Central Europe with his comments. I've
been asked to point out that the station sends ;50; and ;100;  and that
these are no typos!

"These logs start like the usual ;50;-station, but this one shows Z-
groups in their header. This compared with some CW loggings from the same
day...

Think all similar are from eastern Europe, but I think all different
countries use (a bit) different procedures, so maybe get an ID at least
which military/country/etc.


5690 kHz     unid:  RTTY 50/425/R

OCT 07 / 13.03z

             message of 5 FGS
             after  50 groups      ;50;
             after 100 groups      ;100;
             end:                  .. 1303 -   (Time in CEST)
             into duplex confirmation-traffic like
                'R?-'
                'NW NW'
                'R6 QRV-'
                'R7 SK-'

             header:
             ' 47 102 7 1400 47 ; ZAA ZTK ZYI ZXX '

             7:   Date, 1400: Time in CEST,
             102: msg of 102 5fgs-groups


OCT 07 / 14.15Z

               'RYRY..RYRY
                QRJ ??? QRJ ??? QRJ ??? QRP QRO'


Maybe this is a RTTY-sister of the CW-station see below:
I read somewhere that these Z-code stations are Polish ??


5061.7 kHz  unid

OCT 07 / 08.15Z

            5 LGS-QTC in CW after

            ' =24 52 7 1TTT 24 = ZVY ZHO ZYE ZLV = '

            7: Date, 1TTT: Time of msg 1000h CEST.


5419 kHz   BWVM: unid

OCT 07 / 08.20Z

            5 FGS in CW to M8E8, short/cut zeros, after:

            ' =6 15 7 1TTT 6 = Z__ ZAS ZHI ZX_ = ',

            7: Date, 1TTT: Time of msg (here: 1000h CEST)

            handkeyed and cfm-tfc like:

           'R6 K'
           'RPT GR13 K'

More on the very active ' ;50;-Mystery RTTY station ':

5011 kHz 1319Z    RTTY 50/425/R

            5 FGS with duplex RTTY and CW confirmation-traffic,

            header:
            126 50 23 1048 5712; FM 97512 FOR 87530

            means:126:   message number ??
                   50:   50 groups
                   23:   Date
                 1048:   (original) Time of message
                 5712:   key ???
                 ;       separator like the -...- (= or BT) in CW
                 FM      from (but what does it means really ?)
                 FOR     for

                 end of message (of 50 5FGS):
                 ;50; -
                 1316 K     (handtyped),
                 1316 is Time in UTC/GMT.

                 next headers:
                 845 50 23 1140 6148; FM 97512 FOR 87530
                 124 209 23 1300 7564; (but w/out FM/FOR)

                 usually after 50/100/150/200 grps:
                 ;50; ;100; ;150; ;200;

                 cfm-tfc with e.g.:
                 RYRYRYRYRY ... RPT RPT K
                 CFM QRU QRU ? K

                 if ready then carrier went on SPACE & sign-off of RTTY
                 into CW:
                 BK QRV K
                 QSA 4
                 TOAW DE YDQT QRM QRM ... QSY 1678T QSY 1678T K

ID was only given in CW mode (always handkeyed). The Q in the ident YDQT
was not too clearly given,  --.--   so it could be also YDMW or YDGM. But
the ident I think are  on a daily (or so) changed basis, think there is
no was to get a positive QTH-ID out of the ID. Only maybe that both
callsigns are build of only of letters and no figures (by system ?).
Zeros in CW are given as short zeros (means T for 0).

But this was the first time that I was able to get a callsign from this
;50;-Mystery.

Because they give the time always in UTC/GMT (no local summer time) it
could be a military from western/central Europe from maybe any of the new
NATO-members.



5122 kHz  1346Z   RTTY 50/425/R

                5 FGS with duplex RTTY and CW confirmation-traffic end:
                ' - 1346 ', duplex cfm-tfc, 1346

                header
                707 51 23 1211 8123; FM 65602 FOR 80444

                into 51 5FGS, after 50 grps:
                ;50;
                244557 -
                1353 K

                into short CW cfm-tfc, and back in RTTY

                928 21 23 1252 7812; FM 65622 FOR 80444    next:
                103 207 23 1340 3376;           but w/out FM/FOR

                Carrier on SPACE and RTTY-s/off, then in CW:

                QSY 16385

Think the QSY means no QSY to 16385 kHz, but maybe a kind of key to find
the new frequency out of a frequency-book ??

Has anybody more infos about this one ?!?!?!?!?  "

Thanks Alf.  Can anyWUN help him with this mystery?

::: Unid modem on 3615.7 Khz

Last month mention was made of an unid modem logged on 3615.7 khZ.  This
is the GKY1 channel of Portishead Radio normally using a Sitor-A/B modem.

Thanks to LD suggesting the mode, the AX-25 packet module running at
1200bd (normally associated with r/amateur VHF comms) was used and
produced

 GKY1   GKB
 GKB    GKY1
 GKB    GKY1
 CQ  @  GKY1
 GKY1   GKB
 GKB    GKY1
 GKY1   GKB
 CQ     GHB
 CQ     GKB

but very little traffic (transfer of index file). These transmitters are
at BT's Rugby site.  Next question - WUNder what they were doing?

>>....Signoff.....>

Well that's the end of this column barring the '99 DR Index which
follows; and nearly the end of this millennium.

Rather than just wish some of you Happy Christmas I'd rather include you
all, irrespective of your creed or culture, trusting that your God goes
with you and your families and that at least your part of the next
millennium may be peaceful.             KR's    Day

=======================================================================

Index  Digital Review - 1999

    Aero=========================================================

Gaza International                                  Jan99   V5/01
HFDL                                                Jul99   V5/07
More HFDL                                           Aug99   V5/08
Another HFDL                                        Sep99   V5/09

    Commercial===================================================

Bushnet Ltd                                         Sep99   V5/09
Zaire Bank Circuit                                  May99   V5/05

    dgps=========================================================

Australian update                                   Oct99   V5/10
dgps Australia                                      Feb99   V5/02
DGPS directory at Trimble                           Mar99   V5/03
Station updates                                     Jul99   V5/07
Unid in the Gulf of Finland                         Jan99   V5/01
US additions                                        Mar99   V5/03
US dgps updates                                     Jan99   V5/01
US unid dgps on 313 khz                             Jan99   V5/01

    Diplo========================================================

Algerian diplo frequency update                     Mar99   V5/03
Danish diplo update                                 Sep99   V5/09
French diplo frequency designation                  Mar99   V5/03
French diplo update                                 Feb99   V5/02
Hungary revisited                                   Oct99   V5/10
Polish arq & frequencies                            Jan99   V5/01
Malaysian ARQ/HC                                    Jan99   V5/01
MFA Belgrade ceases diplo broadcasts                Apr99   V5/04
New frequency for Norway                            Dec99   V5/12
Roumanian Diplo update                              May99   V5/05
Romanian winter schedule                            Nov99   V5/11
Swiss callsign suffixes                             Aug99   V5/08
Swiss diplo update                                  Apr99   V5/04
Tunisian diplo - or is it?                          Dec99   V5/12

    Met==========================================================

Canadians suspend Pacific HF METOC broadcast        Mar99   V5/03
CCG Iqualuit/VFF fax                                Sep99   V5/09
DDH47 and unid signal                               Dec99   V5/12
JVcomm32 upgrade                                    Feb99   V5/02
Marius Rensen website restructured                  Nov99   V5/11
Moscow Met still moving                             May99   V5/05
New USCG Boston/NMF FAX schedule                    Apr99   V5/04
Pretoria/ZRO fax with technical problems            Sep99   V5/09
Rome Met fax                                        Jul99   V5/07
Saint-Denis Met, Reunion                            Jan99   V5/01
STL trials from RN Inskip                           Nov99   V5/11
Unid met on 5154.5 khz                              Apr99   V5/04
Unid N/Atlantic fax.                                May99   V5/05
USN N/Atlantic fax                                  May99   V5/05
Victoria Harbour, HK FAX                            Aug99   V5/08

    Military=====================================================

Alysse found                                        Apr99   V5/04
ARQ/E//184.6 update                                 Jun99   V5/06
ARQ/E//184.6 update                                 Jul99   V5/07
Aug RIs                                             Aug99   V5/08
AXF/ZKX link                                        Jul99   V5/07
Czech Border Guards clarification                   Oct99   V5/10
Czech military                                      Nov99   V5/11
Demise of UK's interleaved links                    Jul99   V5/07
Exercise SHAMOO HUNT                                Aug99   V5/08
FAF scheduling                                      May99   V5/05
FF (cct:HAE/HAS) in the Pacific                     Apr99   V5/04
FF circuit to Kumanovo (Macedonia)                  Apr99   V5/04
FF in E/Timor                                       Sep99   V5/09
FN Le Port (Reunion)/FUX marker change              May99   V5/05
FNavy markers                                       Jul99   V5/07
French 184.6 bd circuits                            May99   V5/05
HSwMS Sodermanland                                  Sep99   V5/09
Interrogative                                       Feb99   V5/02
More US Routing Indicators                          Feb99   V5/02
NATO Lisbon/CTP goes RTTY                           Jan99   V5/01
Naval markers/working                               Dec99   V5/12
New FF circuit - analysing available info           Oct99   V5/10
New USCG net on 8mhz                                Oct99   V5/10
Norwegian Navy, Spitzbergen                         Jul99   V5/07
PLM Tunisia                                         Oct99   V5/10
RI additions                                        Jul99   V5/07
RNZAF Auckland rtty                                 Jul99   V5/07
RNZN Irirangi(nr Waiouru)/ZLO                       Jul99   V5/07
Routing indicators                                  Jan99   V5/01
Routing Indicators                                  Jun99   V5/06
Routing Indicators database                         Nov99   V5/11
Second sub exercise                                 Aug99   V5/08
SN Madrid/EBA ceases Navarea broadcasts             Jun99   V5/06
SOM/MOS circuits                                    Jun99   V5/06
Spanish Navy frequencies                            Feb99   V5/02
Splatterer of the month                             Sep99   V5/09
Turkish Navy on 6395                                Apr99   V5/04
Update on FDG                                       Jun99   V5/06
USCG CAMSPAC Gtor net - new frequency.              Aug99   V5/08
USCG G-tor                                          Jan99   V5/01
USCG vessels on G-TOR                               Feb99   V5/02
Variations on the Gibraltar/GYU vft                 Jul99   V5/07

    National Governmental========================================

Algerian Customs - locations                        Apr99   V5/04
Algerian Customs - Pactor                           Mar99   V5/03
German CoastGuard (Kustenwache)                     Mar99   V5/03


    Press========================================================

CNA Taipei FAX                                      Apr99   V5/04
KPL - LAO                                           Aug99   V5/08
Last of the rtty "press"                            Apr99   V5/04
Maghreb Arab Press (MAP) ceased                     Mar99   V5/03
SANA Damascus                                       Aug99   V5/08

    Special======================================================

A brief look back                                   Dec99   V5/12
ALE (188-141A) frequencies                          Dec99   V5/12
Beyond F1b                                          Aug99   V5/08
Latvian packet (AX-25)                              Jul99   V5/07
MT63 psk parallel tone modem                        Dec99   V5/12
Radio Museum website                                Nov99   V5/11
Receiver control                                    Jul99   V5/07
Receiver control software                           Jun99   V5/06

    Techi Tips===================================================

ASCII bit table                                     Apr99   V5/04
Autocorrelation bit                                 Sep99   V5/09
Automatic Link Establishment (ALE)- an introduction Oct99   V5/10
Basic coding - intro                                Jan99   V5/01
Error alleviation in RTTY                           Jan99   V5/01
Error correction - basics 1                         Feb99   V5/02
Error correction - basics 2                         Mar99   V5/03
Intro to signal analysis                            Aug99   V5/08
Investigating the spectrum                          Aug99   V5/08
Multi level signalling                              Nov99   V5/11
Piccolo Mk.6                                        Jun99   V5/06
Receiver control - basics                           May99   V5/05
Receiver control - package table request            May99   V5/05
RTTY coding                                         Jan99   V5/01

    Unid=========================================================

;50; - RTTY Mystery - Station/System                Dec99   V5/12
ARQ/N                                               Jul99   V5/07
Identifying systems - useful website                Feb99   V5/02
Jet noise                                           Apr99   V5/04
ON0BEL                                              Mar99   V5/03
ON0BEL update                                       Apr99   V5/04
Tehran on Pactor I                                  Jan99   V5/01
Unidentified modem                                  Nov99   V5/11
Unid modem on 3615.7 Khz                            Dec99   V5/12
68.5bds                                             Feb99   V5/02
195.3 4-tone system                                 Jul99   V5/07

=================================================================



                     Military Channel Designators List
                     =================================

Not too many changes this month. A few new frequencies added here and
there, and a few more tie-ups confirmed. The observant ones amongst
you will see that I have re-arranged the 'Zulu' listing - I may tackle
other parts of the column in future months, unless I get negative
reactions to the one small bit changed so for.

Seasons Greetings everyone, and I hope that you all have excellent
millennium celebrations.

**NOTES:
  (6) Confirmed 1996
  (7) Confirmed 1997
  (8) Confirmed 1998
  (9) Confirmed 1999
  MF = Moved From (freq in MHz)

       Revised Frequency Designator's (Last Revision 15th Dec 99)

*USAF MYSTIC STAR:
==================
F003   8036 (8)    F351     ?  (9)    F662  15048 (6)
F005   9120 (8)    F354  11053 (9)    F664  15 Mhz?
F007   4850        F356   7827        F667   6817 (7)
F009  17972        F360   7919.5 (8)  F673   3064
F020  16117        F363  15018 (7)    F677  MF 6 Mhz
F033  15962        F365  11059 (9)    F690   3032
F039  10881        F369  20397 (8)    F700   4490
F046  13823        F370  17177        F701  11058 (7)
F054   8058 (9)    F372  16123 (8)    F702   9323 (6)
F058   4742 (6)    F380   3144 (5)    F703  9991.5 (6)
F061  23265 (9)    F382  15094 (6)    F706   8057 (5)
F063  14870        F395   9057 (6)    F707  10589
F064  11214 (9)    F400   6728 (5)    F708  23377
F066  15036        F404   7690        F709   9317 (7)
F077     ?         F405   6972        F713  16246 (5)
F078  18532        F406  18393 (6)    F717  10883
F080  15677        F417   4992        F722  12270 (9)
F084  13205.5      F419  11407 (5)    F723  18323 (6)
F085 MF 6,8,11 MHz F420   7933 (7)    F728  11236 (5)
F086   9461        F432   6731 (8)    F731   6683 (9)
F089  13204 (6)    F433  20972        F732  15011 (7)
F090   6716        F435   3821        F734   4757 (7)
F094   9017 (6)    F437   5684 (6)    F736  11494 (8)
F098  14585        F441  17440        F741   7873
F099  13247 (7)    F444  19267        F748   6756 (5)
F101  12106 (6)    F448  16-18 MHz    F749  15-16 Mhz?
F102  11118 (6)    F451  13248 (9)    F752   8047 (8)
F103  11488 (6)    F452   5026        F754  11627
F107     ?  (8)    F453  19063        F758   4452 (8)
F108   7316        F461  13211 (8)    F777   3113 (6)
F114   6986 (6)    F463   4610 (7)    F778  18023 (8)
F117   6993 (8)    F464  16157        F784   9043 (6)
F124  11217 (6)    F465   8040 (9)    F785  15687 (6)
F128  23242        F466  14864.5 (7)  F790  16323
F134   4942.5      F467   9023 (7)    F803   5078?
F136   5429.5 (7)  F476  4-6 MHz?     F807  12103?
F146   9027 (7)    F481   7605        F809   5700 (5)
F153   8063 (6)    F483  18626        F814   6989 (7)
F173  14420.5      F486   5152 (9)    F821     ?
F171  184035 (9)   F487   24483       F823  11229 (9)
F182   3078 (6)    F489   5437 (7)    F825  19047?
F184  10648 (8)    F496  11059.5 (6)  F832  18267
F186   3046        F497   5411 (7)    F843  MF 6 MHz
F194  13825 (5)    F498   8032 (8)    F845  6-7 MHz?
F195  20631        F499   4442 (7)    F846  13822 (5)
F197   4982 (6)    F500   8989 (6)    F853  12 MHz
F202  16014 (5)    F505   9006 (6)    F864  16008
F204  12057        F516   4645 (6)    F867   6830 (7)
F211  11056 (7)    F517   9270 (6)    F868   9218 (6)
F213      ?        F521  11484 (5)    F869  16090
F226   5435.5 (6)  F522  11232        F873  13248 (7)
F228   7735 (5)    F523   9215 (9)    F874  13246?
F229     ?  (8)    F529   8077 (7)    F875   6717 (8)
F236  15041 (9)    F530  23325        F877   4721 (7)
F240     ?  (8)    F533  18675 (6)    F885  13207 (5)
F243  18590        F538    ?          F895   5710 (9)
F248   5398 (5)    F540   5404.5      F904  10202 (7)
F249   4731        F542   5431 (6)    F906   4524
F250  15091        F545  10580        F909   7687 (8)
F251  13217 (8)    F551  18331 (6)    F910  19671 (9)
F262  10717        F555  4894 (6)     F912   7330
F264   7693 (6)    F561  11052 (6)    F917  10205 (6)
F265  15733 (6)    F567  13565 (6)    F918  13482
F266   7997 (6)    F569  18387        F919  11159 (6)
F267   6730 (9)    F574  11413 (6)    F920   7927 (7)
F268   7325 (8)    F575  10427        F924  16317
F271  18320        F576  11153.5 (7)  F933     ?
F277  11153 (8)    F577  10544 (7)    F935  9 MHz?
F287  11226 (8)    F579  MF 11 MHz    F937     ?
F290   8026 (8)    F595  10877        F940  11445
F291  13960 (7)    F600  13878 (6)    F943  19002 (6)
F292   9414.5      F611  14863        F948  15038 (6
F295  11460 (9)    F614   4488.8 (8)  F952   Night
F300  15707 (6)    F616   9320 (9)    F956     ?
F301   7500.5      F622   5817        F957   6761 (9)
F302     ?         F623  18317        F965  11466 (9)
F310     ?         F624  13241 (8)    F974  10586 (6)
F311  11220 (9)    F626  19343        F975 MF 11 MHz night
F322     ?         F627   7910 (5)    F980  15724
F326  14864        F631  18755 (5)    F982 9 or 13 MHz?
F337  18761        F633  18290 (9)    F987  10583 (6)
F341  16083        F639   7469        F988   4763
F350   5043        F642  18218        F997  15667
                   F644  15821 (5)
                   F646  13440 (8)
                   F649   8053 (6)

Frequency 25363.0 has been heard carrying 'Mystic Star'
communications,but no designator is known.

*USN SCW-1
==========
 CA     6691 (7)
 CB    11187 (7)
 CC    17982 (9)
 CD      ?
 CH    11264 (9)
 also check 11267 & 13240. References have been made to designators
 CF, CG, CK and CL.

*USAF STRATCOM 'Zulu'
=====================
Z100   3068  (9) | Z180   9057  (9) | Z265  18021?
Z105   3116  (7) | Z195   9809  (9) | Z270  18027  (9)
Z110   3134? (8) | Z190  10204  (9) | Z275  18046?
Z115   3143  (9) | Z195  11104      | Z280  18387  (9)
Z120   3295  (8) | Z200  11181  (9) | Z285  ?
Z124   ?         | Z205  11494  (9) | Z290  19665  (9)
Z125   4495  (8) | Z210  11229  (9) | Z295  19755  (9)
Z130   4472  (8) | Z211  12070  (9) | Z300  20167  (9)
Z135   4745  (8) | Z215  13242  (9) | Z305  20407  (9)
Z140   5026  (8) | Z220  13245  (7) | Z310  23337
Z145   5705  (9) | Z225  13907  (9) | Z315  23872  (9)
Z150   5800  (9) | Z230  15046  (7) | Z320  24828?
Z155   5875  (9) | Z235  15094  (8) | Z325  24978?
Z160   6715  (9) | Z240  15097  (7) | Z330  26532?
Z165   6757  (9) | Z245  ?          | Z335  26859  (9)
Z170   7831  (9) | Z250  15962  (9) | Z340
Z174   ?         | Z255  17973  (9) | Z345
Z175   9016  (9) | Z260  18006  (9) | Z350

*USAF AFSOC
===========
FOX 1 13207
FOX 2  5732
FOX 4  9017
FOX 8 23271
FOX 9 18027
?      9018

*US Customs/DEA/JTF
===================
 3428   Yankee Alpha              5277   Alpha  (Night DEA Pri)
 5571   Yankee Bravo              5841   Bravo
 8912   Yankee Charlie            7300   Charlie
11288   Yankee Delta              9497   Delta
13312   Yankee Echo              11076   Echo   (Day DEA ops)
17972   Yankee Foxtrot            7657   Foxtrot
                                 14690   Golf
27870   Victor Alpha             18666   Hotel  (DEA Active)
20631   Victor Bravo             23675   India
18594   Victor Charlie           14350   Lima
15964   Victor Delta             14686   Papa   (DEA day pri)
11494   Victor Foxtrot           23402.5 Romeo
 3369   Victor Kilo              11073.5 Sierra Echo
                                 17171   Sierra Hotel
 4500   Zulu Alpha               18171   Sierra India
 7527   Zulu Bravo               19131   Sierra Juliet
 9802   Zulu Charlie               ?     Sierra Lima
12222   Zulu Delta
15867   Zulu Echo                 7527   COTHEN Scan 1
                                  8912   COTHEN Scan 2
                                 10242   COTHEN Scan 3
10242   Tango Alpha (also VE)    11494   COTHEN Scan 4
13907   Tango Bravo (also VG)    13907   COTHEN Scan 5
20890   Tango Charlie (also YG)  15867   COTHEN Scan 6
23214   Tango Delta (also YH)    18594   COTHEN Scan 7
25350   Tango Echo (also YI)     20890   COTHEN Scan 8
                                 23214   COTHEN Scan 9
 2808.5   Xray Alpha             25350   COTHEN Scan 10
 4991     Xray Bravo
 5058.5   Xray Charlie
 7778.5   Xray Delta
 9238.5   Xray Echo
11073.5   Xray Foxtrot
15953.5   Xray Golf
17601     Xray Hotel
19131     Xray India

 5912     Whiskey Charlie
12138.5   Whiskey Delta
13658.5   Whiskey Echo
15964     Whiskey Foxtrot

WUN member John Bohn offered some updates to the 'Sierra' frequencies
listed above, but is looking for the frequency assigned to the
'SierraLima' designator. John says that if you have access to an FCC
data-base, try searching for the frequencies assigned to Rockwell Inter-
national with the following callsigns:
KA2XXA Richardson,TX
KC2XKG Cedar Rapids, IA
KC2XKJ Newport Beach,CA
John says that the unknown 'SL' freq may be one of the following:
26946.0, 20348.5, 17171.0, 16376.0, 16341.0. Rick Baker says that
18971.0 may also be another.

*USCG "SECURE"
==============
3A3    5422.5
3A4    4448
3A5     ?
3A8    7773.5
3A9    7421
3A30    ?
3E4    6234.5
3E5   10608.1?
3E6    5272
3E7     ?
3E9     ?
3E10   7626
3E11   6815.6
3E12   7845
3E13   7884
3E14   7909
3E19  10675
3E20  10759
3E21  10788
3E24  11157.5
3E25  13413
15088.0 has been heard with USCG traffic in recent weeks.
Another few frequencies may be 8091.0, 13809.0 and 13950.0.
For a full listing of USCG aircraft and helicopters, please 'surf'
to 'http://www.wunclub.com/'.

*U.S. Army Corps of Engineers          *U.S. ARMY TRANS CORPS
=============================          =======================
CH-1   3345                            CH.1   4146
CH-2   5015                            CH 2   6224
CH-3   5327.5                          CH 3   6227
CH-4   5400                            CH 4   8294
CH-5   5437.5                          CH 5   8297
CH-6   6020                            CH 6  12353
CH-7   6785                            CH 7  12359
CH-8   9122.5 Pri                      CH 8  12365
CH-9  11693.5
CH-10 12070   Sec
CH-11 12122
CH-12 16077
CH-13 16326   Ter
CH-14 16358
CH-15 20
The USACE hold a weekly Net each Friday on Ch.8 where many USACE
stations 'check-in'.

*FEMA
=====
FEMA uses "Foxtrot" designations for their frequencies.
FOXTROT #       FOXTROT #       FOXTROT #       FOXTROT #
 01 2320         21 6809         41 14450        61 21919
 02 2360         22 7348         42 14776        62 22983
 03 2377         23 7428         43 14836        63 23028
 04 2445         24 9462         44 14885        64 23390
 05 2658         25 10194        45 14899        65 23451
 06 3341         26 10493        46 14908        66 23550
 07 3379         27 10194        47 15464        67 23814
 08 3388         28 11721        48 15509        68 24008
 09 4603         29 11801        49 15532        69 24282
 10 4780         30 11957        50 15708        70 24526
 11 5211         31 11994        51 16201        71 24819
 12 5378         32 12009        52 16430
 13 5402         33 12129        53 17519
 14 5821         34 12216        54 17649
 15 5961         35 12219        55 18744
 16 6049         36 13446        56 19757
 17 6106         37 13633        57 19969
 18 6108         38 13744        58 20027
 19 6151         39 13780        59 20063
 20 6176         40 13783        60 21866

*'Habitat' net
==============
Jeff Jones reports that these frequencies and channel designators
have changed, and are now as follows;
4704.4               (replaced 4721.0)
5700.4   WY02B
6719.4   WY02A       (replaced 6736.0)
8978.4
9005.4
9011.4
11212.4              (replaced 11214.0)
15095.4
(the two designators listed above, WY02A and WY02B, are not yet
confirmed.)

*SFOR BOSNIA & OPERATION 'ALLIED FORCE' IN KOSOVO
============
The IFOR/SFOR operation in the Balkans changed completely during
1999. The NATO attacks on Serbia during Spring brought a lot of HF
activity, and from various web-pages and WUN postings comes the
following updated tie-ups. These have all been confirmed since mid
March 1999.
  The callsigns used on these freqs used to be 'Bookshelf', but it
has recently changed to 'Moonbeam' - these are EC-130 Hercules
aircraft operating from Aviano AB in Italy, they are ABCCC aircraft.
They often contact ground-stations using the callsigns 'Tracker' and
'Cricket'.
78A - 4519.0
79B - 5218.0
80V - 5763.5
81A - 6865.0
81B - 6932,5
81V - 8046.0
82A - 9118.5
82B - 9260.0
83A - 11173.0

Note how the designators and frequencies are both in an ascending
sequence - this should help to pin-down new tie-ups. Designator
'108A' has been mentioned by 'Bookshelf' aircraft, but no freq tie-up is
known.
  Two other tie-ups have been reported, which do not fit into the
above pattern, but as I have not heard any traffic on these freqs
myself, I cannot confirm if they are connected.
118 - 15048.0
154 - 8087.0

The following frequencies have all carried 'Bookshelf' traffic in
the past, and are worth checking from time to time: 4578, 4789,
4923, 5084, 5103.5, 5462, 4510, 5712, 9303.

*Australian/New Zealand
=======================
The following information comes from the Enroute Supplement Australia
(ERSA) a publication jointly published by the RAAF and Airservices
Australia, 26 February 1998 edition, Nav/Comm 1.

1. The RAAF/RNZAF Air Operations Communications System (AOCS) is a
high frequency radio network providing communications services for the
operational control of RAAF/RNZAF aircraft and HF equipped marine
craft [army ground stations are also commonly heard]. In addition,
visiting military aircraft may use the AOCS when contact with
Australia/New Zealand military authorities is required. The AOCS is not
part of,and does not provide, an air traffic control service, civil or
military.

2. The combined AOCS consist of six Air Operations Communications
Centres (AOCCs) located at Sydney, Darwin, Townsville, Perth,
Auckland [NZ] and Woodbourn [NZ]. The combined AOCS provides:
A. A General Purpose Net (GPN) on which all AOCCs guard the same
three frequencies. All AOCCs can transmit and receive on these three
frequencies simultaneously.
B. Discrete frequencies are available (if required) at each AOCC and
allocated after initial contact on the GPN.
C. Telephone patch facilities between aircraft and ground appointments.
D. Continuous monitoring of military distress frequency 5696 kHz.
E. SELCAL. Available to suitably equipped aircraft."

GPN Frequencies:

Day (2100Z - 0900Z)
8974 kHz
11235 kHz
13206 kHz

Night (0900Z - 2100Z)
3032 kHz
5687 kHz
8974 kHz

As you can see the RAAF/RNZAF share 8974 with the Spanish Air Force.

*Australian Navy
==================
>From the article on the Royal Australian Navy in the WUN newsletter:
    Frequency       Channel Designator
    2768                A1
    4375                A2
    6218                ? - Exercise Related
    6510                A3
    8122                A4
    9014                ? - Exercise Related
    13116               A5
    17344               A6
    22708?              A7?

*Belgian Air Force
==================
4745.0    YD
8989.0    YG
11268.0   YJ
15010.0   YM
18006.0   YO
20620.0   YP
20050.0   YQ
23332.0   YS

*Canadian Forces
================
      3047.0 CFH: Halifax Military
A6A   4560.0 CFH: Halifax Military; CJX: St Johns Military
              (Maritime Command)
      4700.0 CFH: Halifax Military
      4739.0 CFH: Halifax Military; CJX: St Johns Military
A2B   5198.5 CFH: Halifax Military (Maritime Command)
      5684.0 CJX: St Johns Military
      5694.0 CFH: Halifax Military; CJX: St Johns Military
      5702.0 CJU: Vancouver Military
      5717.0 CFH: Halifax Military; CJU: Vancouver Military;
             CJX: St Johns Military
D1B   5850.0 CZW: Halifax Maritime Air Group
D6G   6694.0 CFH: Halifax Military; CJU: Vancouver Military
      6706.0 CHR: Trenton Military (wkg NATO a/c)
D3H   6715.0 CHR: Trenton Military; CFH: Halifax Military;
             CJU: Vancouver Military
      6736.0 CFH: Halifax Military (OR Chg?)
      6745.0 CHR: Trenton Military
      6751.0 SIDECAR (NORAD) CFH: Halifax Military; CJU: Vancouver
      6754.0 CHR: Trenton Military; CJU: Vancouver Military;
             CJX: St Johns Military (VOLMET)
      8110.0 CFH: Halifax Military
D1H   8989.0 CHR: Trenton Military
      9007.0 CHR: Trenton Military; CFH: Halifax Military;
             VXA: Edmonton Military
C-5   9023.0 CHR: Trenton Military (NORAD)
      9027.0 CFH: Halifax Military
C-6  11214.0 CHR: Trenton Military (NORAD)
     11232.0 CHR: Trenton Military; CFH: Halifax Military;
             CJX: St Johns Military; VXA: Edmonton Military
     11249.0 CFH: Halifax Military
     11265.0 CHR: Trenton Military (wkg MAGIC a/c)
     13257.0 CHR: Trenton Military
     15031.0 CHR: Trenton Military
     15034.0 VXA: Edmonton Military (VOLMET)
     17994.0 CHR: Trenton Military<
C-8  18027.0 CFH: Halifax Military; VXA: Edmonton Military

CanForces 'Charlie' Designators (other than those listed above)
C-1 = 4721.0
C-2 = 6735.0
C-3 = 6750.0
C-4 = 8968.0 or 8967.0
C-7 = 13206.0 or 13207.0

CanForces CFARS
CFARS is the Canadian Forces Affiliate Radio System. CFARS stations
are located at various United Nations peace-keeping operations
around the world and operate amateur radio equipment that provides
phonepatches for service personnel to their families. They are also
to be found on Navy and Coast Guard ships.

Alpha     6978.5
Bravo    14386.0
Charlie  14460.0
Delta    14463.0
Echo     14446.5
Foxtrot  20971.5
Golf     20963.5
Hotel    29715.0
Juliet   14454.0
Kilo     14449.5
Lima     20977.5
Mike     13954.0
Whiskey   6982.5
X-ray     6962.5
Yankee    4052.5
Zulu      4023.5
Thanks to the Northern Alberta Radio Club (http://narc.net) for the
above information. There is a large amount of CFARS information at
http://www3.sympatico.ca/gunslinger/eng_index.htm .

*French Air Force 'Circus' Net
==============================
Marjolaine 2   6712
Racontar 1     8972 (not heard for years, is it still active?)
Vinaigrette 3  8992
Reconfort 3    13236
Citadelle 1   18012
Citadelle 3      ?
Verite 3      23254
Capitole/RS902  6688
143.8 AM Canasta in VHF, relayed all over France
(thanks to Jacques Pagnoux)

*German Navy
============
Frequency  c/s   Station            ITU  Mode
--------- -----  -----------------  ---- ------------
 2625     DHJ59  GNy Wilhelmshaven   D   USB
 3056     DHJ59  GNy Wilhelmshaven   D   USB, RTTY 75
 3122     DHJ59  GNy Wilhelmshaven   D   USB, RTTY 75
 4154.5   DHJ59  GNy Wilhelmshaven   D   USB
 6727     DHJ59  GNy Wilhelmshaven   D   USB, RTTY 75
 6730     DHJ59  GNy Wilhelmshaven   D   USB, RTTY 75 (= ARCN 405)
 6779     DHJ59  GNy Wilhelmshaven   D   USB
 8335.5   DHJ59  GNy Wilhelmshaven   D   USB
10192.5   DHJ59  GNy Wilhelmshaven   D   USB
10197     DHJ59  GNy Wilhelmshaven   D   USB
10722     DHJ59  GNy Wilhelmshaven   D   USB
11256     DHJ59  GNy Wilhelmshaven   D   USB, RTTY 75
12178     DHJ59  GNy Wilhelmshaven   D   USB
12415.5   DHJ59  GNy Wilhelmshaven   D   USB
15929     DHJ59  GNy Wilhelmshaven   D   USB
16129     DHJ59  GNy Wilhelmshaven   D   USB
17544     DHJ59  GNy Wilhelmshaven   D   USB
17994     DHJ59  GNy Wilhelmshaven   D   USB, RTTY 75
22238.5   DHJ59  GNy Wilhelmshaven   D   USB
23744     DHJ59  GNy Wilhelmshaven   D   USB
DHJ59 has also been heard on 3116KHz and 3939KHz.

*German Air Force
=================
>From a listener in Europe comes an extensive update to the German
Air Force frequency list. This information comes from a very good
source, and he wishes to remain anonymous.

3107 - Alpha     13203 - Oscar
3143 - Bravo     13233 - Papa
3903 - Charlie   15073 - Quebec
4721 - Delta     17973 - Romeo
5687 - Echo      17991 - Sierra
5717 - Foxtrot   18012 - Tango
6700 - Golf      23201 - Uniform
6715 - Hotel     23215 - Victor
6730 - India     23255 - Whisky
6751 - Juliet    23318 - X-ray
8965 - Kilo      23341 - Yankee
9025 - Lima      23345 - Zulu
11217 - Mike     29724 - Alpha-bravo
11265 - November

*Note: Freq 'Victor' *may* be 23231. Comments please?
These frequencies are used by DHM91, which is the HQ Station of the
German Air Force Air Transport Command. The other ground stations in
this net are DHO23 (61st Air Transport Wing at Landsberg AB, southern
Germany), DHO32 (62nd ATW at Wunstorf AB, north-central Germany) and
DHO60 (63rd ATW at Hohn AB in northern Germany).
  Other callsigns heard are DHO75 (a collective callsign for all
the three ATW's) and DHM81. Callsigns 'O5IP' (Oscar-5-India-Papa)
and 'NI81' (November-India-81) seem to be other 'regular/daily'
callsigns. The Primary frequency appears to be 'E'/5687.
  Stations have been heard discussing frequencies 'AA', 'AC', 'AF'
and 'AJ' - these are encrypted RTTY transmissions.
Update 3.99 - another new callsign - DHJ41 - was heard callsing DHM91
on 'E'. I suspect that this is connected with the deployment of German
Air Force aircraft to Italy for operation 'Allied Force'.
Update 11.99 - DHO24 is now thought to be based somewhere within
Germany given its signal strength in Europe - but where?
DHO37 has also been heard (location?).

*NATO E-3 AWACS
===============
Ch.AA    6700.0
Ch.AC    8971.0
Ch.A4    8980.0
Ch.A5      ?
Ch.A6   11228.0
Ch.A8   10315.0
Ch.KD    6760.0
Ch.KF    6695.0
Ch.NB    3081.0
Ch.NC    3225.0
Ch.ND      ?
Ch.NE    4542.0
Ch.NF    4720.0
Ch.NG      ?
Ch.NH    4758.0
Ch.NI    6762.5
Ch.NJ    8986.5
Ch.NK   11270.5
Ch.NL   15050.0
Ch.NM   17996.5
Ch.XC    6754.0
Ch.??   12165.0
Ch.??    5691.0
Ch.??    6728.0
Ch.??   23241.2
The X-net is replacing N-net altough the N-freqs are still sometimes
used. Other active frequencies heard are: 8898.7, 15018.5.<

*Portuguese Air Force
=====================
Known frequencies are 5687.0, 6685.0, 8992.0.

*RAF Flight Watch Centres.
==========================
(from the RAF En-Route Supplement, the UK equivalent of the USDoD
IFR Supplement)Strike Command Integrated Communications System (STCICS)
Callsign: 'Architect', CW: MLD or MLP
   Freqs: 4742, 5714, 6739, 9031, 11205, 18018 (group A - see below)
          4540, 8190, 13257, 15031 (group B - see below)
          2591, 11247
'Group A' has the QNH Broadcast at H+00 and Airfield colour-state
broadcast at H+30.
'Group B' has RAF Germany airfield flying states at H+15 and H+45.

Ascension
Callsign: Haven
   Freqs: 4742 (2000-0800 UTC), 9031 (0800-2000 UTC), 11247
All freqs carry a weather broadcast at H+45

Cyprus
Callsign: Cyprus
   Freqs: 4730, 9031 (1600-0500 UTC), 11247, 18018 (0500-1600 UTC)
4730 and 18018 carry a weather broadcast at H+15

Gibraltar
Callsign: Gibraltar
   Freqs: 4742 (2000-0700 UTC), 11247 (0700-2000 UTC)

Mount Pleasant, Falkland Islands
Callsign: Viper
   Freqs: any of the above.

*Royal Air Force Designator's
(actually 'UKADGE HF Line Designator List')
=============================
How to find which frequencies are active.
Listen to the 'Architect' weather broadcast at H+00 and H+30 (see
above). If the UKADGE circuits are active, there will be an
announcement after the weather broadcast with the code-letters for the
active frequencies. For example: 'Additional information.. 2.. PK..
tack..401C.. tack.. AG' (which is repeated twice).

The first number indicates which Air Defense radar station is active
1 - Buchan, Boulmer and Benbecula
2 - Buchan
3 - Boulmer (has not been heard for many years)
4 - Neatishead

  The first 2-letter-group is the code for the active HF frequency
from the list below. It is sometimes referred to as the 'JAAWSK
Frequency' (Joint Anti-air Warfare Shore Co-ordination). It carries most
of the voice traffic, including target positions and Beaver details. This
channel also carries frequency changes and position reports.
  The third group is the 'Charlie squared' channel, where AWACS aircraft
pass their radar data over an HF link. Known freqs are (in khz):
401A - 2250.5
401B - 33?? (exact freq unknown)
401C - 4478.5
401D - 6673.5
401E - 8500.5
  The final group is known as 'chick co-ordination', where combat
aircraft which are HF-capable can be passed target positions and
other information.

Therefore, in the example above, Buchan is the ADR station, using
5095 khz for voice traffic, the AWACS are using 4478.5 khz, and the
'chicks' are on 4745 khz.

A    11205.0          EP   15040.0          MD   18850.0
AB   05693.0          EX   11184.0          ME   14460.0
AC   08156.0          EZ   11253.0          MS   03218.0
AD   09010.0          F    13257.0          NJ   05705.0
AE   03939.0          FA   03101.0          PA   03302.0
AF   09022.0          FG   11208.0          PE   06760.0
AG   04745.0          FS   04742.0          PF   10634.0
AH   03930.0          FT   13218.0          PH   08971.0
AK   03038.0          FV   15064.0          PK   05095.0
AP   11181.0          FW   03131.0          PO   06715.0
AQ   02396.0          G    03915.0          PR   03864.0
AW   04042.0          GA   15061.0          PZ   14724.0
AZ   23281.0          GD   02274.0          QB   03512.0
B    06739.0          GT   26385.0          QR   08972.0
BA   17970.0          H    15031.0          QV   03095.0
BE   18018.0          HE   03942.0          RA   08190.0
BF   03083.0          HJ   08983.0          RD   06691.0
BJ   17988.0          HK   09034.0          RE   05178.0
BK   03945.0          HM   06748.0          RM   03110.0
BL   11268.0          HO   13206.0          RZ   09459.0
BS   18000.0          HW   11247.0          SA   02762.0
BT   02350.0          HX   23257.0          SE   14812.0
BX   08989.0          HZ   13248.0          ST   02591.0
CA   06736.0          I    13236.0          TG   06724.0
CM   18009.0          IN   17982.0          TO   03391.0
CO   23245.0          IP   27000.0          TQ   03345.0
CY   03119.0          J    08980.0          TS   05684.0
CZ   29800.0          KA   03380.0          TW   04709.0
D    04706.0          KD   03867.0          UA   04724.0
DA   05436.0          KH   12057.0          UB   10919.0
DB   15091.0          KJ   04718.0          UR   17979.0
DH   15013.0          KP   02641.0          UT   04540.0
DM   08998.0          KR   04484.0          VE   11217.0
DQ   17995.0          KT   05420.0          W    05747.0
DS   04739.0          KW   02261.0          WG   03125.0
DT   18024.0          KX   02577.0          WM   0302
DW   09031.0          L    05447.0          X    03224.0
E    03924.0          LA   03036.0          XA   05403.0
EF   05720.0          LB   03092.0          YC   11241.0
EH   11259.0          LC   06701.0          YP   23250.0
EI   23270.0          LD   15046.0          YM   13211.0
EK   11235.0          LE   15072.0          YZ   20030.0
EM   15025.0          MB   02266.0          ZF   03763.0
EN   15076.0          MC   05270.0          ZZ   05714.0

*RAF/NATO 'K Series'
====================
The RAF (and other NATO forces) seem to be using a new set of codes
to identify some HF frequencies. I do not know what the proper name
for this new system is, so until I find out, I'll just call it
the 'K series'.

Golf 02         3235.0 Khz
Golf 08         4572.0 Khz
Hotel05         9010.0 Khz
Kilo 01         HF?
Kilo 04         HF?
Kilo 05         4520.0 Khz
Kilo 06         4020.0 Khz
Kilo 09         4920.0 Khz
Kilo 10         5173.0 Khz
Kilo 11         5277.5 Khz
Kilo 12         5290.0 Khz
Kilo 14         (uhf)
Kilo 15         7860.0 Khz
Kilo 17         3304.5 Khz?
Kilo 18         (uhf) or 4860.50 Khz
Kilo 19         (uhf)
Kilo 22         4785.0 Khz
Kilo 24         4779.0 Khz
Kilo 25         unknown HF
Kilo 26         (uhf)
Kilo 27         (uhf)
Kilo 28         Beaver HF?
Kilo 30         4477.0 Khz
Kilo 31         5045.0 Khz
Kilo 33         5385.0 Khz
Kilo 34         5463.5 Khz
Kilo 36         4012.0 Khz
Kilo 55         (uhf)
Kilo 56         (uhf)
KJ 02           3357.0
KJ 04           3805.0
KJ 07           5280.0
KJ 11           ?
KJ 28           (uhf)
KJ 29           (uhf)
KJ 37           5910.0 (poss.)
TL 04           6237.0 (poss.)
The KJ and TL designators were heard/used during the first JMC (Joint
Maritime Conference) exercise held in the north-east Atlantic during
early 1998.

*Spanish Air Force
==================
Known frequencies are 6715.0 and 8974.0. One flight was heard on 6715.0,
and was asked to QSY to 'channel 2', so 6715.0 cannot be 'channel 2'.
Frequency 'B' has also been mentioned on 8974.0. Frequencies 'B5' and
'B2A' have also been mentioned. 9014 is a Spanish Air Force frequency
mostly used by the C-130/KC-130 of 31 Grupo based at Zaragoza.

CU next time.
Graham Tanner, graham.tanner1@Virgin.net


=====================================================
Graham Tanner: graham.tanner1@virgin.net (London, UK)
               G6SUQ (at one time)
51.33'N 000.25'W  (AR-3030 & G5RV)
=====================================================
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                           -::: N&O #21 :::-

Yo ho! Yo ho! Yo ho! Santa has a nice long N&O for ya. But first ....

               A MERRY CHRISTMAS AND A VERY GOOD,
                   HEALTHY AND PEACEFUL 2000!
              LOTS OF SUNSPOTS AND GOOD DX, GANG!

I would like to start this month's column by saying THANKS to everyone
who made 1999 a very good ''Numbers'' year. Your contributions are much
appreciated. I hope that I also may count on you in the coming year. A
special thanks to Jascha and Patricia who did a great job on the logs
and Chris who created the on-line numbers database.

Because this month's deadline was two weeks earlier, the amount of
station info is limited. But there is still plenty to read. After two
Spy Carols and the usual news you will find a short article about SORM
and two articles written by Andrey Soldatov, journalist for the Russian
newspaper ''Segodnya''. Andrey sent me the articles for inclusion in
N&O. Both articles were printed in Segodnya in November and both are
well worth reading. We normally only read the Western view of things,
but now you can read a Russian view about the intelligence war in
Chechenya and about FAPSI and SOUD. Andrey's articles were written in
Cyrillic, and I am grateful that Al was kind enough to translate them
for me. Andrey and Al; spasjieba!

                      -o-o-o-o-o-o-o-o-o-o-

ECHELON, the infamous spy system has often been mentioned during the
past couple of years. Many links in my bookmark list have vanished in
the past few months. While writing this I checked the list again and
found the following links still operative. Especially the last one is
very good. In case this page has vanished by the time that you read
this, I have a copy on file.

http://www.magnet.ch/serendipity/hermetic/crypto/echelon/echelon.htm
http://mediafilter.org/caq/echelon/
http://209.207.236.112/irp/program/process/echelon.htm
http://jya.com/echelon-dc.htm
http://www.nrc.nl/W2/Lab/Echelon/ic2kreport.htm#N_1_

                      -o-o-o-o-o-o-o-o-o-o-

                    The Lincolnshire Poacher
                   printed at York about 1776

   When I was bound apprentice, in famous Lincolnsheer,
   Full well I served my master, for more than seven year,
   Till I took up with poaching, as you shall quickly hear,
   Oh! 'tis my delight of a shiny night, in the season of the year.

   As me and my companions were setting of a snare,
   'Twas then we seed the gamekeeper, for him we did not care,
   For we can wrestle and fight, my boys, and jump o'er everywhere,
   Oh! 'tis my delight of a shiny night, in the season of the year.

   As me and my comrades were setting four or five,
   And taking on him up again, we caught the hare alive;
   We caught the hare alive, my boys, and through the woods did steer:
   Oh! 'tis my delight of a shiny night, in the season of the year.

   I threw him on my shoulder and then we trudged home
   We took him to a neighbor's house, and sold him for a crown;
   We sold him for a crown, my boys, but I did not tell you where
   Oh, 'tis my delight on a shiny night in the season of the year.

   Bad luck to every magistrate that lives in Lincolnsheer;
   Success to every poacher that wants to sell a hare;
   Bad luck to every gamekeeper that will not sell his deer,
   Oh! 'tis my delight of a shiny night, in the season of the year.

                        -o-o-o-o-o-o-o-o-o-o-

                             Cherry Ripe
                     Robert Herrick. 1591-1674.

                  Cherry-ripe, ripe, ripe, I cry,
                  Full and fair ones; come and buy,
                  If so be you ask me where
                  They do grow, I answer: There,
                  Where my Julia's lips do smile;
                  There's the land, or cherry-isle,
                  Whose plantations fully show
                  All the year where cherries grow.

                        -o-o-o-o-o-o-o-o-o-o-

* LOCATION *
Valeriano Martin surprised us with a QSL of M51. He copied M51 last
year when FAV22, French army station, appeared on M51's frequencies.
Valeriano figured that both might be using the same facilities and
collected more evidence during the past year. He proved to be right
because he received a QSL card from 'Centre de Controle des Frequences
Nord', located in Fort de Bicetre. According to the QSL card, the
transmitter is located in Favieres (48:31N, 1:13E) some 80 km SW of
Paris.

Excellent job, Valeriano!

                        -o-o-o-o-o-o-o-o-o-o-

* VOICE STATIONS *

::: NEW STAR BROADCASTING STATION [V13]
On request, the frequencies. The station is on the air from ca. 2300
to ca. 1600 UTC

Channel 1 11430 kHz, Channel 2 15388 kHz, Channel 3  9725 kHz,
Channel 4  8300 kHz, Channel 5 13750 kHz


::: CZECH 2136
The Czech station on 2136 kHz seems to have a daily sked at 1745 UTC
transmitting its normal routine message counting from 50-59 after a
callup of 3 sets of 3 tones.  <Steve Gunn>


::: UNID SLAVIC STATION
AC copied an unid station. Comments anyone? Info wanted!

Freq: 5940 kHz, time: 1550 UTC, date: Sun 5 November
Transmission: FGs - null msg (?) read by a male. Off at 1550, carrier
off 1600 UTC.

AC writes: ''Just received the last couple of figures on a slavic
language (definitely not Russian, Polish, or Rumanian), which sounded
as a callup, and not 5FGs. Later I tried to identify the station, but
could not find any records with this frequency. Czech and Slovak broad-
casting stations are on a bit lower frequency. 5940 is usually quiet.
Coincidence, that the Czech/Slovak broadcasting stations are near. Does
it help the agent(s) to find the frequency on an analog radio?''

I have checked my files AC, but I cannot find anything either  -Ary-


::: 3-NOTE ODDITY [G04]
Hans-Friedrich's monthly show:

02.12.99  2105Z  3.360 kHz (?)
          2135Z  3.260 kHz

Message : 38164 05322 58557 18836 54017 55473 00724 33230 34860 18761
          72726 34678 71378 33071 07514 10345 76125 57385 72575 73808
          44416 60123 08068 16610 24178 88022 73342

          = 27 groups

Analysis: Frequent groups   : -

          First two figures : 00724     Last three figures: 54017
                              05322                         88022
                              07514                         08068
                              08068                         33071
                              10345                         60123
                              16610                         76125
                              18761                         38164
                                836                         24178
                              24178                         33230
                              33071                         05322
                                230                         73342
                              34678                         10345
                                860                         71378
                              38164                         57385
                              44416                         44416
                              54017                         55473
                              55473                         07514
                              57385                         58557
                              58557                         72575
                              60123                         16610
                              71378                         34678
                              72575                         00724
                              72726                         72726
                              73342                         18761
                              73808                         73808
                              76125                         18836
                              88022                         34860

Remarks : * no double or triple groups
          * no groups with the same last three figures
          * no figure "9" in the whole message
          * groups with "0" as first figure

History : Summer 2005 2035
          Winter 2105 2135

Freqs:    01/99  3415 3315
          02/99  3905 3805
          03/99  4520 4420
          04/99  5310 5210     [see for freqs prior
          05/99  5570 5470     to 1999 previous N&O's]
          06/99  5720 5620
          07/99  5680 5580
          08/99  5730 5630
          09/99  5320 5220
          10/99  5320 5220
          11/99  3910 3810
          12/99  3360 3260

                        -o-o-o-o-o-o-o-o-o-o-

* FAPSI update *

A FAPSI station on 19072 kHz at 1410 UTC called RFA49 in CW. The
link id is still unknown.

Also new to me was the one on 7740 kHz at 2020 UTC with a message to
BAW on link 00078.

Another interesting one was the unid station heard on 14810 kHz at
1039 UTC with plain Russian talks on USB followed by PSK. This
frequency is used by MFA Moscow.    <info: Pile and John Doe>

                        -o-o-o-o-o-o-o-o-o-o-

* MORSE STATIONS *

::: SLOVAK MILITARY
The military station in Zilina was heard by Alf on 1732 kHz at 1945
UTC on 5 Dec. with CW/RTTY msg 'FCQR FCQR FCQR = A7KG A7KG A7KG + '

I guess that this is a mirror of 3465 kHz where the station was heard
last month, Alf.


::: A2A [M63]
A2A is now running its winter schedule. With a transmission at 0600
UTC on 3393//4318 kHz using CW and unreadable RTTY.  <John Doe>


::: M76
M76 transmits twice a day on 3819 kHz with skeds at 0500 and 1750 UTC
in CW. Logs with sample messages are most welcome, gang!  <Guy Denman>

                        -o-o-o-o-o-o-o-o-o-o-

* SORM - RUSSIA'S BIG BROTHER.... *

The following interesting info was published in various editions of
the Moscow Times in 1998 and 1999.

SORM [Sistema Operativno-Rozysknykh Meropriyatii], or ''System of
Ensuring Investigative Activity'' was introduced in 1995 when the
government gave the FSB the right to monitor all telecommunications
transmissions, including the internet. The latter has been made
possible by an additional regulation from July 1998 indicating that
under SORM-2 internet providers are legally bound to install, at
their own expense, a special device on their servers to track every
credit card transaction, e-mail message or visit to a web site without
the user ever knowing he is being watched. The ISPs have to send the
retrieved information directly to the FSB. The costs for an ISP are
estimated from $10,000 to $30,000. Needless to say that a number of
smaller providers had to shut down because they have no resources
for such an investment.

                        -o-o-o-o-o-o-o-o-o-o-

* TO CATCH UP AND PASS ECHELON *

Source     : Newspaper "Segodnya"
Author     : Andrey Soldatov
Translator : Al

Printed with kind permission of Andrey Solodatov

--- To catch up and pass ECHELON! ---
Russia does not give in to America in the area of industrial espionage

Recently it has become known that the ECHELON computer system, belonging
to the American National Security Agency (NSA), is able to intercept
every telephone call, fax, and communications on the global Internet in
all corners of the world, raising a huge scandal, most of all in the
countries of Europe. Discussions in the western media created a new
sensation about how ECHELON not only works for the government, but also
for American companies. Businessmen and journalists are outraged, the
NSA is keeping silent, and behind all this with an ironic smirk Russian
intelligence quietly watches. The fact is that Russia possesses an
analogous "Echelon" system covering almost all electronic information
circulating around the world, including commercial. An exclusive
investigation, with which we will familiarize the reader, indicates
that in the Russian intelligence service, just as in the American, in
addition to the government there are commercial customers interested
in industrial espionage.

- Big Brother will listen to all
The USSR created a global information interception system during the
Cold War. In its present state it belongs to the GRU and FAPSI and all
of its collected information flows into the SOUD information system -
"The Integrated Information Assessment System." To this day SOUD hasn't
been mentioned once in the Russian press. Not only active but also former
intelligence officers refuse to talk about it. The only Russian-language
book in which references SOUD is the work by the defector Gordievskiy,
"KGB - Reconaissance Operations." It is true that Gordievsky gave a
different decipherment of SOUD: "Operational and Institutional Informa-
tion System." However, foreign information about SOUD is also meager.

According to information from foreign sources, the agreement between
Eastern Bloc countries for the formation of SOUD was signed in 1977,
though the system began functioning at full capacity only in 1979. The
reason for its founding was the 1980 Olympic Games in Moscow: the first
mission for the system was the collection of information about possible
hostile actions by foreign intelligence services during the games.
During Soviet times SOUD participants were the intelligence services of
the USSR, Bulgaria, Hungary, Poland, Czechoslovakia, Mongolia, Cuba,
the GDR, and Vietnam. Into the SOUD databases flowed dossiers on agents,
journalists, "hostile" organizations, diplomats, cultural and commercial
attaches, and airline representatives - in general, everyone who could
qualify as a potential threat to the USSR. The databases were accessible
only by the highest officers of the intelligence services of the Warsaw
Pact. Information requests on any SOUD subject required a maximum of
four hours to process (excellent performance for the late 1970s). SOUD
is more alive than dead

There is information indicating that the very idea of SOUD belonged to
the STASI, the intelligence service of the GDR, but the KGB insisted
that the headquarters of the system be located in Moscow. The second
computer center was installed in the GDR, and after the reunification
of Germany it passed to the BND, the FRG intelligence service. The
loss of the the GDR supercomputer dealt a blow to the very existence
of SOUD.

However, per our information, it would be premature to speak about the
death of SOUD. Firstly, it is absolutely known that today in the Russian
intelligence services there is at least one informational database
system, of similar function to and on similar scale as SOUD. This is
the so-called Integrated Database (OBD), the general progeny of Russian
counterintelligence and of the intelligence services of the CIS member
countries.

Secondly, there is objective information about the "tentacles" of SOUD
and the means by which the system obtained information. These tentacles
were the Soviet and now Russian radio-interception centers scattered
around the world.  Among these are the Lourdes electronic center in
Cuba, the radio-intercept base at Cam Ranh Bay (Vietnam), and also
monitoring equipment installed in Soviet embassies and consulates. All
these spy centers are in a state of operational readiness. For example,
the Russian government pays special attention to the state of the
"Russian Electronic Center" (official name of the Lourdes complex) in
Cuba. In November, 1992, according to American information, Moscow
renewed an agreement with Havana regarding usage of the base. In 1993
Cuban Interior Minister Raul Castro announced that Russia continues
to receive 75% of its intelligence information with the help of the
Lourdes complex. In October, 1995, according to information made public
in US congressional hearings, Cuba and Russia concluded an agreement
about the continuing operation of Lourdes until the year 2000.  And in
1997, according to the Sunday Times, Russia began to implement
modernization of the base.

Furthermore, according to our information, in November, 1997 Boris
Yeltsin signed order N461-rp, "On the conclusion of agreement between
the Federal Security Service (FSB) of the Russian Federation and the
Ministry of the Revolutionary Armed Forces of the Republic of Cuba on
mutual cooperation within the sphere of military counterintelligence."
Among other things in the decree is the following clause: "Taking into
account the agreement between the government of the Russian Federation
and the government of the Republic of Cuba on the tenure of the Russian
electronic center on the territory of the Republic of Cuba from 3 Nov.
1992, the authorized body of the Cuban party will provide the necessary
assistance to the representatives of the authorized body of the Russian
party in the organization and conducting of operative-investigative
measures for the provision of security of Russian military installations
located on the territory of the Republic of Cuba."

Different radio interception centers, inherited from the USSR, also
continue to be actively used by the Russian intelligence service. In
1993 Russia signed a contract with Vietnam for the continuation of
service of the radio-intercept base at Cam Ranh Bay. In 1994 Vice
Premier Yuri Yarov visited this base. And in 1995 especially because
of the intercept center at Cam Ranh, information was uncovered about
narcotrafficking operations carried out by former Russian intelligence
agents.

- For the Russians - real pride
In principle, the very existence of SOUD can be a reason for national
pride to the Russians. At least because our loss in the area of intel-
ligence after the USSR disintegrated didn't turn out to be so noticeable.
If it weren't for one circumstance. The fact is, that the American twin
of SOUD - the ECHELON system - after the end of the cold war broadened
its sphere of operation. Added to its traditional function was industrial
espionage.

During the summer of 1998 a grandiose scandal was raised in Europe when
it became clear that thanks to ECHELON-intercepted communications,
several major contracts with European and Asian concerns were thwarted.
American companies profited from this. For example, Raytheon, who in
1994 intercepted a Brazilian contract for the sale of radar systems by
the French company Thomson CSF. Or AT&T, who in 1990 took away from the
Japanese firm NEC a contract for the purchase of telecommunications
equipment by the Indonesian government.

Now even foreigners are in agreement that the Russian monitoring net-
work in the area of industrial espionage doesn't fall far short of its
better-known American counterpart. Thus, according to the British
publication "Financial Mail," the Russian base at Lourdes now plays a
considerably greater role in economic espionage than previously. As
proof of these facts: in 1992, for the signing of the agreement to
continue the use of Lourdes, the Kremlin didn't send a military func-
tionary or representative of the intelligence service, but Aleksandr
Shokhina, then answering to the government in matters of international
economic activity. The British assert that on 7 Feb. 1996 Boris Yeltsin
instructed Russian intelligence to strengthen its activity toward the
purchase of American trade and economic secrets. The center in Cuba was
named as the primary source of these secrets. And the director of the
American Defense Intelligence Agency, Lt. Gen. Patrick Hughes, in
congressional hearings on 22 February 1996, stated directly that FAPSI
now uses Lourdes extraordinarily heavily for the sustainance of the
Russian economy.

- Espionage on a commercial basis
In whose interest is SOUD employed and who is the customer of its
information? Today it is obvious that in the USA ECHELON is operated
in the interest of specific corporations. But in Russia? Certainly, it
is known only that the ideological base for exploiting the potential of
the GRU and FAPSI in the interest of specific commercial structures is
already in place. For example, not long ago Boris Berezovsky announced
that he found it funny when someone said that George Soros was a CIA
agent. But everone says the CIA has long worked for Soros instead. And
the state - it operates first and foremost in the interests of big
money. It is true that the Russian intelligence services prefer not
to talk about how the list of companies is built that have the right
to special sources of intelligence.

                        -o-o-o-o-o-o-o-o-o-o-

* ELECTRONIC WARFARE *

Source     : Newspaper "Segodnya"
Author     : Andrey Soldatov
Translator : Al

Printed with kind permission of Andrey Solodatov

--- Electronic warfare ---
During the previous conflict the Chechens decisively defeated Russia
in the information war. At that time, the majority of on-air reporting
and newspaper articles sympathized with the breakaway republic. Today
the situation is the exact opposite. Strict censorship doesn't allow
Wahhabist propaganda on the airwaves. Training and participation in
the military activities of bandits, meetings of Basaev, Khattab and
their cohorts, interviews with enemy fighters -all are subjects, which
during the last war went on with great fanfare on every channel, which
are now prohibited. In spite of these undoubtedly encouraging circum-
stances, strange as it seems, anyone can conduct information warfare.

Two years ago Vladimir Markomenko, then still the Deputy of the General
Directorship of FAPSI, asserted that the "information war" concept is
comprised of four components: suppression of the infrastructure of the
enemy's defense, information and telecommunications systems (electronic
warfare); interception of information exchanged on communications
channels (SIGINT) and analysis of open sources; breaking into the
information resources of the enemy; and struggle for public opinion by
way of dissemination, through information channels of the enemy and
global information networks, of disinformation or biased information
about the intentions and orientation of the population and decision-
makers (psychological warfare).

Today no one doubts that in Chechnya a real, full-scale war is going on,
with tanks, cannon, aircraft and so on. Aside from this, from reports
of agents we know that the federal forces periodically bomb cellular
telephone stations of the breakaway republic; that is, a radio-electro-
nic battle is in progress. Over the territory of the republic fly
surveillance craft - the downed Su-24MR (naval reconnaissance) was one
of these aircraft, carrying equipment on-board used to conduct complex,
all-weather aerial surveillance both day and night as far as 400 kilo-
meters behind enemy lines. The information war in the Caucasus is pro-
ceeding on all fronts. But by whom and by what methods it is
conducted isn't advertised.

- Control over Chechnya
The best example of the need to conduct electronic warfare was shown
by the Americans, first in Iraq, then in Kosovo. For example, the
limited Allied air losses during operation Desert Storm were in no
small measure guaranteed by timely break-ins into enemy computer net-
works, the most important of which was the air defense system.

However, the lessons of the Americans don't quite fit the war in
Chechnya. The fact is that Iraq and Yugoslavia possess fully classical
defense systems -- with all kinds of troops, developed communications
systems, defense force infrastructure, etc. Both countries armed them-
selves with Russian weaponry, and their armies consulted Russian military
experts. But Soviet military science, unfortunately, was blinded by the
victory of the USSR during World War II. Our valiant military leaders
thought that by the passage of 50 years tank battles would be fully
sufficient, and therefore advised the creation of defense systems
designed on the scale of World War II. As a result in both Iraq and
Yugoslavia it was up to the forces of SIGINT to intercept, and to the
electronic warfare units to suppress.

The situation in Chechnya is quite different. Today the composition of
communication systems in the breakaway territory approaches the level
of the 1940s, and the Chechens were neither able nor wanted to create
a defense force infrastructure. Aside from that, part of the communica-
tion systems built up over past years wasn't used by the Chechens for
reasons of basic security. As an example, in January of the past year
FAPSI reported that in Grozniy a special communications network was
created which guaranteed governmental communications for the president
of Chechnya, Aslan Maskhadov, and other officials of the republic. But
it is unlikely that any telephone lines, designed especially so they
could be monitored by Russian intelligence, are today used by the
Chechen government.

However, what the Chechens could do was to install several radio
direction-finding stations and organize cellular and trunked communi-
cation -doubted to be in working condition today. In the first week of
the conflict federal forces bombed the radio stations and communications
repeaters. As a result, in Chechnya there remain practically no targets
for electronic warfare and SIGINT. In the republic there are almost no
circuits to monitor, no complex computer networks into which to break.
There remain only satellite telephones and hand-held radios among the
field commanders. It would seem that the mission was too simple. However
the level and number of units exploited by the Russian side for con-
ducting SIGINT compel different thinking.

In our country there exist two structures which conduct SIGINT. The 6th
Directorate of GRU, (Radio-technical Intelligence) and the 3rd Primary
Directorate of FAPSI (Radio-electronic Intelligence). These units were
deployed immediately during the last Chechen War. It is known that
immediately after the outbreak of warfare that a large group of agents
from the GRU 6th Directorate traveled to Mozdok, to set up an intercept
center. Aside from that, according to certain sources, during the war
several OSNAZ groups deployed to Chechnya, which are special purpose
detachments under the 1st and 2nd branches of the GRU 6th Directorate,
the function of which is radio and radio-technical intelligence.
According to the information from our source in FAPSI, during the last
war mobile intercept units of this group patrolled along the front. The
assassination of Dudayev by tracking the signal from his INMARSAT
satellite telephone (the same apparatus since used both by Raduev and
Basaev) is a textbook example of the usefulness of electronic warfare.
However, in the opinion of participants from the last Chechen campaign,
our electronic warfare service can't brag about anything other than the
success with Dudayev. For example, in their function of maintaining
troop defense communications systems, the soldiers were given ordinary
Motorola police radios which operated in the clear. Only the FSB units
used more secure Kenwood military radios. The Chechens gleefully
demonstrated to journalists how they could intercept all the transmis-
sions of the federal forces.

The bigger problem ended up being the disagreement between the FSB,
Ministry of Defense, and the troops of the MVD. For example, an FSB
colonel, who had participated in the military activities, explains that
all that happened fit a long-obsolete picture of waging war. Photographs
of the terrain made by surveillance aircraft circling the region never
made it to anyone who needed them, even though the aircraft safely
delivered them to the GRU.

However, we have to admit that Russian power structures learned much
in the previous war. During recent battles in Daghestan, according to
available debriefing information, there wasn't one penetration of the
defense communications networks of the of the federal troops. Aside
from that, as our GRU source explains, the federal forces were issued
AQUEDUCT tactical communications systems, which possess improved
electronic interference immunity and encryption strength.

According to information from the Ministry of Defense, new technology
continues to be introduced into the war zone. The federal forces
supplied BEE remote-piloted aircraft, which effectively conduct conti-
nuous aerial surveillance. Even the downed Su-24 naval reconnaissance
plane isn't such an ancient craft, and its modification as a tactical
intelligence gathering vehicle was made only in the late 1980s. Experts
from ROSVOORUZHENIYA explain, that this aircraft even now doesn't have
a counterpart among foreign front-line surveillance craft in terms of
information-gathering equipment. In addition, today the federal forces
are better protected by tactical reconnaissance means such as the LYNX
and ZOOPARK-1 mobile artillery surveillance systems, which determine
the firing coordinates of enemy mortars and guns. According to some
sources, VEGA SIGINT gear is now being used by the electronic warfare
units.

Meanwhile, don't think that the other side consists only of a pitiful
handful of Chechen militiamen armed with machine guns. Granted, the
Chechens themselves haven't advanced further than the manufacture of
the "Borz" machine gun (in outward appearance similar to the German
"Smaizer"), although they've had good help. Despite their level, one
must think that the Russian SIGINT and electronic warfare forces face
a task no less serious than that of the US during the conflicts with
Iraq and Yugoslavia.

- Who resists us?
In September of this year federal aircraft detected and bombed a radio
direction-finding station of Turkish origin within the territory of
Chechnya. During the last war the Chechen fighters had such reliable
radio stations and radiotelephones that at times even the army could
not suppress them. However, the Chechen fighters by and large use not-
so-specialized technology which they have managed to buy or steal from
Russian warehouses.

The names of those who help the Chechen bandits have long been known.
Newspapers repeatedly mention that it is the Islamic extremist organi-
zations of such countries as Pakistan, Iran, and Turkey. And more
exactly it is the intelligence services of these countries, working
under the protection of fundamentalist organizations.

According to some sources, already in the fall of 1996 the corresponding
services of Iran and Pakistan held discussions about conducting of
intelligence operations against Russia, and how to divide up the special
operations.  And the results are seen already. For example, soldiers of
the "Kharakyat Al-Ansar" Islamic movement, which is subordinate to the
Iranian intelligence service, already fight on the side of Chechnya.

Meanwhile, the Arabs, although considered the founders of cryptology,
today can't brag about achievements in the area of intelligence tech-
nology. In the opinion of our experts, only five countries play an
active role in this area, the US, France, England, Russia, and Germany.
However, thanks to the intelligence services of Iran, Pakistan, and
Turkey, there is no shortage of such technology available in Chechnya.
However, it is illegal to buy or steal such equipment. And even so,
most of it won't be stolen or bought. The fact is, that the intelli-
gence services of the producer-countries of such technology take good
care of their secrets. For instance, there is one cipher machine whose
circuits self-destruct when opened.

The way this technology makes it to the Arab world is quite simple. In
1997 a group of distinguished French intelligence officers visited
Islamabad. As a result, negotiations went on with ISI, the intelligence
service of Pakistan, about shipments of intelligence technology of
French manufacture. Previously, ISI has closely worked with the US and
China in this area. The Turkish intelligence service MIT successfully
purchases such equipment from NATO members. The war in Chechnya is just
another episode of the information war which goes on between the biggest
intelligence organizations of the world.

Compare: in 1967, during the Six-Day War the American ship Liberty was
patrolling near the Israeli coast. In 1973, during the Yom-Kippur War
three Soviet ships, the Kavkaz, Krym, and Yuri Gagarin sailed the same
waters. In 1999, at the height of the NATO bombardment of Yugoslavia,
the Russian ship Liman appeared not far from the shores of this country.
In all three cases, the mission of the ships was the same: SIGINT.

Today, like 30 years ago, the main rival of our intelligence services
in the area of SIGINT is the US National Security Agency. The pride of
the NSA today is the ECHELON electronic intelligence system, designed
to intercept information around the entire world. For example, NSA
controls all information passed through the INTELSAT communication
satellite system, including Russian. Under the command of NSA are ground
surveillance stations located around the world. For example, the station
at Morwenstow, Great Britain, intercepts information from satellites
over the Atlantic Ocean, Europe, and the Indian Ocean. Station Sugar
Grove in West Virginia, USA, monitors traffic over the Atlantic Ocean,
North and South America. Station Geraldton, New Zealand, is tasked with
the interception of communications from INTELSAT satellites over the
Pacific and Indian Oceans.

For the interception of information in the territory of Russia, a
special center for SIGINT was created, situated not far from Augsburg,
Germany. This is the main NSA intercept center: its primary antenna is
300 meters in diameter and stands 30 meters tall; the operational area
for the center is located underground at a depth of 25 meters in 12
stories.

We won't be forgetting spy satellites. From 1996 over the territory of
Russia hang three satellites for the highest-detailed photointelligence,
KH-11, with a resolution down to 80 cm. Orbital formations of satellites
ensures a minimum of two daily overflights of any point in our country.
In addition, the LaCrosse satellite provides information during the
nighttime and inclement weather. These satellites fulfill the intercep-
tion of communications passed by space, tropospheric, radio-relay, and
other paths of radio communication.  And these satellites also work for
the NSA.

- GRU and FAPSI
The Russian equivalent of Echelon -the Integrated Information Assess-
ment System (SOUD) was formed in 1977, and was jointly run by GRU and
FAPSI. From the GRU side was the 6th Directorate, and also the Direc-
torate of Space Intelligence (so-called Installation K-500), which is
located on the Volokolamskiy Highway. Analysis and processing of the
obtained information is turned over to the so-called "Dozor" (Patrol)
system which is located in the central GRU building on Khoroshevskiy
Highway (Installation K-200). From the side of FAPSI is the entire
3rd Main Directorate (former 8-1 and 16th Main Directorate of the
USSR KGB).

We also have our own ground-based intercept stations, not any less
powerful than the NSA's. The best known are located in Cuba (Russia's
Electronic Center at Lourdes), in Vietnam (base Cam Ranh Bay), and
others situated in the territory of Russia and countries of the CIS.
The Cuban center targets the United States and is run jointly by the
GRU, FAPSI, and the Cuban intelligence service. About 1,000 Russian
personnel work in the complex, which tracks commercial and governmental
information circulating along communications networks in the USA, and
also between the USA and Europe. It is believed that the Lourdes base
is able to monitor all US military and public satellites.

According to the Federation of American Scientists (FAS) web site, a
number of intercept stations of our intelligence services operate
from Russian embassies and consulates. In their opinion, in former
times we even used Aeroflot planes flying over the States for SIGINT
purposes.

The 6th GRU Directorate even has ships, and also aircraft which are
constantly in the air... Aside from that, we possess a considerable
array of intelligence-gathering satellites. The "Tselina-2" radio-
electronic surveillance satellites were mass-produced and were Kosmos
class units with different modifications. Per the Americans, since 1994
a Russian military satellite is launched at least every six months.
Furthermore, when necessary we are ready to "hang" several intelligence
satellites over interesting territory. For example, during the Persian
Gulf war the USSR launched four photoreconnaissance satellites over
Iraq in the period of three months. In the opinion of our information
sources, today the GRU Directorate of Space Intelligence has probably
placed a pair of such satellites over Chechnya.

                        -o-o-o-o-conet-o-o-o-o-
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Klingenfuss, Joerg. 2000 Guide to Utility Radio Stations: Worldwide HF
Communications Today. Eighteenth edition. January 2000. 612 pp.
Klingenfuss Publications, Hagenloher Str. 14, D-72070 Tuebingen, Germany.
ISBN 3-924509-00-X. EUR/USD 40.

=======================================================================>

   Hot off the press is the 18th edition of the Klingenfuss Guide to
Utility Stations for the year 2000 combined with the 26th edition of the
Klingenfuss Guide to Radioteletype Stations. At 612 pages--16 more than
last year's edition--this "must have" guidebook contains 11,200
up-to-date frequencies, covering CW, FAX, SSB, RTTY and digital data
stations, from 0 to 30 MHz.
   Ever improving in its layout, this edition has many computer monitor
"screenshots" of actual decoded traffic from digital data stations and
facsimile weather charts from meteorological stations. Each screenshot is
shown beneath the station's corresponding frequency, thereby moving all
of them forward from the back of last year's edition. I like this
improvement because it enlivens the inherent monotonousness typical of
thick directories containing an abundance of numerical information.
There are 1,900 stations in 250 countries listed in a separate section
along with their frequencies. Other chapters are devoted to call signs,
meteorological radiofax and radiotelex services, NAVTEX transmissions on
490 and 518 kHz, digital data transmissions, Q- and Z-codes, the phonetic
alphabet and figure code, SINPO and SINPFEMO codes, designation of
emissions, classes of stations and nature of the service, terms and
definitions, Aeronautical Mobile Service, Maritime Mobile Service, and
abbreviations.

---------------------------------

Klingenfuss, Joerg. The 2000 Super Frequency List on CD-ROM for Windows
3.1 amd Windows 95/98. Sixth edition. January 2000. Klingenfuss
Publications, Hagenloher Str. 14, D-72070 Tuebingen, Germany. EUR/USD 30.
=======================================================================

   This CD-ROM is in English and German and covers 10,500 entries with
the latest schedules of all clandestine, domestic and international
broadcasting services on shortwave radio, and 11,200 frequencies from the
2000 Guide to Utility Radio Stations reviewed elsewhere in this column.
Some 920 abbreviations and 17,000 formerly active frequencies are also
provided.
   Information in three databases can be sorted by frequencies,
countries, stations, languages, call signs, transmission modulations, and
times. Hundreds of computer monitor screenshots are presented in their
original format and full colors. "Radioraft," the digital data decoding
shareware program by French radio amateur F6FLT, is an added bonus.
   Klingenfuss Publications is offering a special package price of
EUR/USD 60 if you order both the utility stations guide and the CD-ROM at
the same time from the Tuebingen address. Why not make them your
Christmas presents for yourself this year?

======================================================================



                         #  UTILITY  ROUND-UP  #
       - Editor: Ary Boender     ******      E-mail: ary@luna.nl -
       - Lobeliastraat 33B, 3202 HR Spijkenisse, the Netherlands -
       - Nickname on IRC channels #wun #monitor #numbers:  Ary-B -

Not much to report this month, hence a short column. Hopefully a
longer one next time. I wish you all a Merry Christmas and a great
Millennium! Take care....

* BITS AND PIECES *
- Costas Krallis copied RAF Kinloss (MKL) in CW with TAFS on 83 kHz
  at 0746 UTC. Great catch, Costas!

- Sheldon Harvey reports that the historical LF station 'SAQ' in
  Grimeton, Sweden, will be going on the air for two special trans-
  missions to mark the New Year.

  Frequency: 17.2 kHz
  January 1, 2000 at 1200 UTC, and
  January 2, 2000 at 0600 UTC

  For complete details of these broadcasts and the station itself,
  please check out their webpage

  http://www.telemuseum.se/grimeton/newyear.html

- Alf found two unid networks and needs information. Anyone?
  6991.5 kHz USB. Language: Spanish. Uses HAM-slang. Players are:

       50 TANGO 4
       50 TANGO 2
       50 TANGO 7
       52 TANGO 7 Mobile
       50 OSCAR 3

  The other unid is on 6989 kHz, using CW on a simplex channel.
  Stations: RHW2 and RAL2. Radio checks.

- Another one from Alf. This one looks really interesting....
  5155 kHz, using CW and 50bd/425 RTTY.

  CW message:    =MON NOV 08 1999 06:20:09 LOC
                 =NBGHD 63785
                 =NBGHB 87263

  RTTY message:  ;THU NOV 11 1999 06:28:44 LOC
                 ;NBGHD 63785
                 ;NBGHB 87263

  The LOC time in the RTTY messages change with each message but do
  not give the right time. The 062844 message, for instance, was sent
  at 0810 UTC. This may indicate that this is a timestamp for the
  message itself and not for the transmission.

  Time and propagation indicate a central European location.

                     -o-o-o-o-o-o-o-o-o-o-o-

* THE ART OF MEASURING FIELD STRENGTH OF AN LF/MF STATION *

The following article was written by an old friend, Vaino Lehtoranta
from Finland. Thanks OM!

YLE activity started in 1948 at Helsinki-Laajasalo and continuous
LF/MF measurements by Yleisradio Oy and newly established Digita
will be terminated as of 31st Dec 1999.

First LF/MF Fs measurements and calculations of effective electrical
ground conductivity were made during years 1930-1940 by prof V.
Ylostalo of Helsinki Technical University. The results have been
confirmed in 1950-1999 measurements.

The Fs measurement system operated by YLE at Jokela, Finland:

- PC (+ man) controlled 24h Fs measurements with equipment
  in use after 1988 in electrically controlled environment:

  - R&S ESH3 scanning 30 LF/MF/HF frequencies, of which
    25 served also as a ground wave research check, with
    frequencies between 85.27 (local Decca Master) to
    558 kHz and ground distancies between 12-580 kilometres.
    222 measurements per hour per frequency (which in about
    11 years means 21 million data points per frequency).

    The validity of ESH3 measurements could be checked with
    R&S HFH1 (2x) and ESH2 with loop and rod antennas.

    During field measurements by car and/or airplane, all
    possible means were used to cross check everything.
    Flight measurements consist of some 500 flight hours of
    radial attenuation measurements, and occasional vertical
    pattern measurements eg of Lahti 254/252 & Turku 962 kHz.
    Field measurements include eg some 60 Finnish airfields.

THE ART OF ESTIMATING EMRP FIGURES FOR AN LF/MF STATION

These calculations are currently based on flight attenuation measure-
ments of a number of stations. Best available programs developed by
EBU, CCIR, OIRT and other Study Groups have been applied in the
calculations of EMRP from flight (and other) measurements available
for these purposes. Some institutes currently have their own ground
conductivity data banks.

While EMRP calculations based on recent flight measurements are rather
straightforward they appear to be hampered with time by changes both
in radiation efficiency of a transmitting station and variation of so
called "effective electrical path conductivity" (a conductivity
actually "seen" by radio wave). This is what is shortly  called
"effective ground conductivity".

All accurately enough calibrated long time ground wave measurements
shown clear variation as a function of air temperature. In Southern
Finland, Winter time GW values are roughly 3-7 dB higher compared
with the Summer time values. This phenomena was documented by a
number of authors already in 1940's and 1950's. This leads to a
difficulty to decide which EMRP to advertise.

The Civil Aviation Authority of Finland currently uses Nautel trans-
mitters for NDB and Locator beacons, the tx power varying between 100
and 500 W. Most Finnish and Swedish DGPS beacons also use 100 W or in
some cases 50 W or 200 W transmitters. Most new generation beacon
transmitters are in itself rather stable. CAA beacon antennas (h=14
or 11 m) don't look or behave very nicely compared with old generation,
higher steel tube antennas, with some installations now looking less
professional. One out of five Loc beacons at Helsinki-Vantaa has been
almost excessively sensitive to all changes in local weather. Some-
times, to compensate, the output tap of the impedance matching trans-
former of the ATU must be manually readjusted.

I discovered a report by FOA (Swedish Military Research) dated in May
1970. The effective ground conductivity of Swedish soil was flight
measured in 1967-1968 using existing Decca stations. They concluded
that "sigma" values for typical Swedish soil are: For 70 kHz = 0.2 to
0.3 mS/m and for 128 kHz = 0.3 to 0.5 mS/m.

NOTE: The average soil in Finland is not much different from
      that in Sweden. Really large scale flight measurements in
      1974-1977 in Finland were made using existing NDB/Locator
      beacons and existing and temporary LF/MF BC-stations.
      All effective ground conductivity values were reduced to
      700 kHz, to be presented at European LF/MF BC Conference.

V.K. Lehtoranta, OH2LX, Jokela 27.10.1999

                     -o-o-o-o-o-o-o-o-o-o-o-

* THE ALASKA MOUNTAIN RESCUE GROUP -AMRG- *
The following is an extract from the AMRG home page. There are many
links to other SAR organisations, plus VHF frequencies and equipment
info. I only extracted a part of the HF info. Be sure to visit their
page at:   http://www.amrg.org/

The AMRG is a Mountain Search and Rescue Group based in Anchorage,
Alaska. The group consists of approximately 70 volunteers skilled in
wilderness search and rescue techniques.

The AMRG owns two portable SGC Model 715 HF 40 watt SSB radios. Each
radio is packed in two Pelican water proof transit cases, and is fully
self contained with its own dipole antenna. The radio operates on the
following nine frequencies.

Ch. freq.   day/night  For Communications To
1   3201      Night    100 - 250 miles AMRG unit to unit
2   4025      Both     Up to 500 miles AMRG unit to unit
3   5164.5    Both     Up to 750 miles AMRG unit to unit
4   5167.5    Both     State of Alaska emergency HF channel
5   6948.5    Day      Up to 2000 miles AMRG unit to AMRG unit
6   5134.5    Both     Anchorage Bush Phone Patch
7   5207.5    Both     Fairbanks Bush Phone Patch
8   4125      Both     Most widely used marine channel in the state
                       Call boats or shore stations all over southern
                       Alaska up to 750 miles
9   6218.6    Day      Another marine channel. Works up to 2000 miles

                        -o-o-o-o-o-o-o-o-o-o-o-









